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Advanced Analytics

Advanced Analytics

Exabeam collects and processes data from a log management system and other external context
data sources in order to identify advanced security attacks.

Advanced Analytics can identify compromised, malicious insiders, and advanced threats by
leveraging logs and contextual information. High risk behaviors in your organization are tracked
across networks and assets then articulated into comprehensive timelines so you can focus your
investigation from point to point of action rather than manually amassing and sifting data.
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Understand the Basics of Advanced Analytics

This section provides information about the components of Advanced Analytics, and how they
work together. Some aspects of the components vary depending on which version of Advanced
Analytics you are using. These differences are noted throughout the guide as follows:

¢ i63 and later — This designation applies to the latest SaaS version of Advanced Analytics. In
this version:

e The Log Ingestion and Messaging Engine (LIME) has been replaced by a unified ingestion
pipeline (UIP) that centralizes log ingestion activities for all Exabeam products. Visibility into
the unified ingestion pipeline is provided in the cloud-native Log Stream functionality.

e Log parsing, field compliance, and event building are all based on a hierarchical common
information model that informs the data structure for all Exabeam products.

e Search and presentation functionality that used to be performed in Data Lake are now
available in cloud-native Search and Dashboard applications.

¢ {60 to i62 — This designation applies to the legacy Saa$S version of Advanced Analytics. In this
version:

e LIME continues to handle log ingestion functionality.
e The information model in use is specific to Advanced Analytics only.

e Data Lake still provides log management, search, and presentation functionality.

Advanced Analytics Overview

Advanced Analytics provides user and entity behavior intelligence on top of existing SIEM and
log management data repositories. Advanced Analytics can detect compromised and rogue
insiders and can present a complete picture of both the user session and lateral movement use
within the attack chain.

Exabeam pulls logs from a variety of data sources and enriches this data with identity information
collected from Active Directory (LDAP). This information provides an identity context for
credential use. Through behavior modeling and analytics, Advanced Analytics learns normal user
credential activities and access characteristics. By automatically comparing incoming data to
these normal behaviors, anomalous activity can be exposed.

Advanced Analytics places all user credential activities and characteristics on a timeline with
scores assigned to anomalous access behavior. Traditional security alerts are also scored,
attributed to identities, and placed on the activity timeline. All systems touched by compromised
credentials of insiders are identified to reveal the attacker's path through the IT environment.

How Advanced Analytics Works

Exabeam uses a two-layer approach to identifying incidents. The first layer involves collecting
data from log sources and from external context data sources. The second layer involves
processing data through the Analysis Engine and the Exabeam Stateful User Tracking™
technology.
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In the first layer, events are normalized and enriched with contextual information about users

and assets in order to understand entity activities within the environment across a variety of
dimensions. At this level, statistical modeling profiles the behaviors of network entities while
machine learning is applied in the areas of context estimation, for example, to distinguish between
users and service accounts.

In the second layer, as events are processed, Exabeam uses Stateful User Tracking to connect
user activities across multiple accounts, devices, and IP addresses. It places all user credential
activities and characteristics on a timeline with scores assigned to anomalous access behavior.
Traditional security alerts are also scored, attributed to identities, and placed on the activity
timeline. The Analysis Engine updates risk scores based on input from the anomaly detection
process as well as from other external data sources. The Analysis Engine brings in the security
knowledge and expertise in order to bubble up significant anomalies. Incidents are generated
when scores exceed defined thresholds.

The way that logs are fetched and ingested depends on the version of Advanced Analytics you
are using:

¢ i63 and Later
In this version, log data enters Exabeam through a set of collector services. These services
collect data from servers, applications, databases, and other devices across an infrastructure,
whether the source is local, remote, or cloud-based. Logs can be collected from on-premises
sites using Site Collectors or from third-party cloud vendors using Cloud Collectors.
The ingested logs are processed into events by the unified ingestion pipeline (UIP). These
events conform to the hierarchical common information model that informs the data structure
for all Exabeam products. These events are then processed through a UIP Advanced Analytics
Integration service that transforms them into events that are readable by Advanced Analytics.

e i60t0i62
In this version, Exabeam can fetch logs from SIEM log repositories and also ingest logs via
Syslog. Currently log ingestion is supported from Splunk, Microfocus ArcSight, IBM QRadar,
McAfee ESM and RSA Security Analytics, as well as other data sources such as Data Lake. For
Splunk and QRadar, log ingestion is via external APIs and Syslog is used for all others. For SIEM
solutions, such as LogRhythm, McAfee ESM, and LogLogic, ingestion is via Syslog forwarding.
The ingested logs are processed into events by the LIME (Log Ingestion and Message
Extraction) engine.

Data Volume Limitations

With a Fusion license, you must use Advanced Analytics in a way that does not interfere with

or disrupt the SaaS environment, servers, or networks. Additionally, you must not engage in any
activity that interferes with the integrity or proper working of the service.

To ensure the proper operation of Advanced Analytics, the following limitations are in place for
each 1GB of daily average consumption purchased:

e You can not exceed 17 EPS.
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e If you exceed 10 EPS in any 30 minute time period, you can not exceed 10 EPS for at least four
hours afterward.

For example, if you purchased 100 GB daily average consumption but exceed 1,000 EPS for
over 30 minutes in a 4-hour timeframe, this can cause the performance and functionality of
cloud-delivered Advanced Analytics to decrease.

/A CAUTION
Failure to adhere to operational limitations, can result in downtime or errors. In the event that you
exceed the limitations, Exabeam will not be responsible for any resulting issues.

Logs tell us what the users and entities are doing while context tells us who the users and entities
are. Context data typically comes from identity services such as Active Directory. This data
enriches the logs to help with the anomaly detection process or the data can be used directly

by the Analysis Engine for fact-based rules. Regardless of where this context data is used, it

goes through the anomaly detection process as part of an event. Examples of context information
include the location for a given IP address, ISP name for an IP address, and department for a

user. Contextual information can also include data from HR Management Systems, Configuration
Management Databases, Identity Systems, etc. Threat intelligence feeds are another example of
contextual data which can be used by the anomaly detection process to identify activity from a
known malicious domain or IP address.

In this part of the process, machine learning algorithms are used to identify anomalous behaviors.
The anomalies may be relative to a single user, session, or device, or relative to group behavior.
For example, some anomalies may refer to a behavior that is anomalous for a user relative to their
past history. Other anomalies may take into account anomalous behaviors relative to people with
roles similar to the individual (peer group), location, or other grouping mechanisms.

The algorithms are constantly improved upon to increase the speed and accuracy of numerical
data calculations. This in turn improves the performance of Advanced Analytics.

The Analysis Engine treats each session as a container and assigns risk scores to the events

that are flagged as anomalous. As the sum of event risk scores reach a threshold (a default

value of 90), incidents are automatically generated within the Case Management module or
escalated as incidents to an existing SIEM or ticketing systems. Event scores are also available

to be queried through the user interface. In some cases, these scores reflect more than just
information considered anomalous on the basis of behavior log feeds alone. In some cases, the
scores are provided in connection with other security alerts that may be generated by third-party
sources (for example, FireEye or CrowdStrike alerts). These security alerts are integrated into user
sessions and scored as factual risks.

The flow of data through the components of Advanced Analytics depends on which version you
are using. Select the relevant version below to view the appropriate diagram.
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Diagram for i63 and later
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Data Retention in Advanced Analytics

Advanced Analytics retains both event log and session data for limited periods of time. Retention
times depend on the retention categories and the time periods defined in your purchased license.

Data in Advanced Analytics is divided into the following retention categories:
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Raw logs. The original event logs sent to Advanced Analytics.

[N NOTE
Your Event Selection policy determines which event logs are sent to Advanced Analytics.

Enriched events. The event logs created by Advanced Analytics when the raw logs are
received and enriched with contextual data.

[N NOTE
Until a raw event log is purged from the system, you can view the event in both its original and
enriched forms.

Events that triggered rules. Enriched events that have triggered or helped to trigger one or more
rules.

User and Asset Sessions. The containers that Advanced Analytics creates for both users and
assets to represent the different timeframes of the enriched events attributed to them. Sessions
are retained for the same amount of time as the enriched events that comprise them.

If a session includes one or more events that were involved in triggering rules, the session is
retained for as long as the event(s) that triggered the rules are retained; however, any events in
the session that did not trigger rules are removed from the session when their retention period
expires.

When the date of an event log exceeds the retention period of its category, the event is purged
from the system. Likewise, when all the event logs associated with a session have been purged,
the session is purged.

For details on the retention periods included with your license, see the Product Entitlement page
on the Exabeam Community.
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Configure Log Management

Large enterprise environments generally include many server, network, and security technologies
that can provide useful activity logs to trace who is doing what and where. in Advanced Analytics,
several aspects of log management can be configured. For more information, see the links below:

e Log Ingestion Settings

Log Feeds

Training and Scoring

Notifications

Audit Logs

Log Ingestion Settings

To configure log ingestion settings in Advanced Analytics:

1. Inthe sidebar, click SETTINGS %, then select Analytics.
2. Under Log Management, select Log Ingestion Settings.

3. Logingestion settings are different depending on which version of Advanced Analytics you
are using. Click the appropriate links below for more information.

Log ingestion is handled via a unified ingestion pipeline (UIP). Visibility into the UIP is provided
through the cloud-native Log Stream and Live Tail functionality.

Log data enters the UIP through a set of collector services. These services collect data from
servers, applications, databases, and other devices across an infrastructure, whether the source is
local, remote, or cloud-based.

In the UIP, the ingested logs are processed into events that conform to the hierarchical
common information model. These events are then processed through a UIP Advanced Analytics
Integration service that transforms them into events that are readable by Advanced Analytics.

For information about setting up specific collector services, see the following:

e For third-party cloud sources, see Cloud Collectors.

e For on-premises sources, see Site Collectors.

Log ingestion is handled by the LIME engine (Log Ingestion and Message Extraction). LIME can
fetch data from SIEM log repositories or ingest it via Syslog. It normalizes the raw logs into events
that the rest of the Advanced Analytics pipeline can process.

Currently, log ingestion is supported from the sources listed below.
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e Data Lake e HP ArcSight e RSA Security Analytics
e Splunk ¢ IBM QRadar e Sumo Logic
e ServiceNow e McAfee Nitro e Google Cloud Pub/Sub

On the Log Ingestion Settings page in Advanced Analytics, you can do the following:

¢ Enable Syslog Ingestion

e Configure Syslog Options

e View Syslog Stats

e Add a New Log Source

For Splunk and QRadar, log ingestion occurs via external APIs. Syslog is used for the other

sources. For SIEM solutions, such as LogRhythm, McAfee ESM, and LogLogic, ingestion occurs
via Syslog forwarding.

[N NOTE
The Syslog destination is your site collector IP/FQDN. Only TLS connections are accepted in port TCP/515.

For more information about about configuring log ingestion in this version of Advanced Analytics,
see the following subsections:
e View Insights about Syslog-Ingested Logs — Test the data pipeline of incoming logs.

e Ingest Logs from Google Cloud Pub/Sub into Advanced Analytics — Configure Google Pub/Sub
as alog source.

e Setup alog Feed - Configure log feeds from a SIEM source.

[N NOTE
The information in this section applies to Advanced Analytics versions i60-i62.

Advanced Analytics has the ability to test the data pipeline of logs coming in via Syslog.

[N NOTE
This option is only available if the Enable Syslog Ingestion button is toggled on.

Click the Syslog Stats button to view the number of logs fetched, the number of events parsed,
and the number of events created. A warning is displayed that lists any event types that were not
created within the Syslog feed that was analyzed.

In this view, you can also select Options to configure the time range and number of log events
tested.
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[N NOTE
The information in this section applies to Advanced Analytics versions i60-i62.

To create events from Google Cloud Pub/Sub topics, you must configure Google Pub/Sub as an
Advanced Analytics log source.

Prerequisites to Configure Google Pub/Sub

e Create a Google Cloud service account with Pub/Sub Publisher and Pub/Sub Subscriber
permissions.

e Create and download a JSSON-type service account key. You use this JSON file later.

e Create a Google Cloud Pub/Sub topic with Google-managed key encryption.

e For the Google Cloud Pub/Sub topic you created, create a subscription with specific settings:
e Delivery type — Select Pull.

e Subscription expiration — Select Never expire.
e Retry policy — Select Retry immediately.

Save the subscription ID to use later.
Procedure to Configure Google Pub/Sub

1. Inthe sidebar, click SETTINGS <, then select Analytics.

2. Under Log Management, select Log Ingestion Settings.

3. Click ADD, then from the Source Type list, select Google Cloud Pub/Sub.
4

Enter information about your Google Cloud Pub/Sub topic:

¢ Description — Describe the topic, what kinds of logs you're ingesting, or any other
information helpful for you to identify this as a log source.

¢ Service key — Upload the Google Cloud service account key JSON file you downloaded.

¢ Subscriptions
e Subscription name - Enter the Google Cloud Pub/Sub subscription ID you created.

¢ Description - Describe the subscription, to which Google Cloud Pub/Sub topic it was
created, or what messages it receives.

5. To verify the connection to your Google Cloud Pub/Sub topic, click TEST CONNECTION. If
you see an error, verify the information you entered then retest the connection.

6. Click SAVE.

Restart Log Ingestion and Messaging Engine (LIME).
To ingest specific logs from your Google Cloud Pub/Sub topic, configure a log feed.
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Log Feeds

[N NOTE
The log feed setup information in this section applies to Advanced Analytics versions i60-i62.

Advanced Analytics can be configured to fetch log data from a SIEM. Administrators can
configure log feeds that can be queried during ingestion. Exabeam provides out-of-the-box
queries for various log sources; or you can edit them and apply your own.

Once alog feed is set up, you can perform a test query that fetches a small sample of logs from
the log management system. You can also parse the sample logs to make sure that Advanced
Analytics is able to normalize the logs. If the system is unable to parse the logs, reach out to
Customer Success and the Exabeam team will create a parser for those logs.

To set up a log feed, navigate to Settings > Log Feeds and complete the workflow to create a
new log feed. You will be prompted to publish the feed to let the Advanced Analytics processing
engine know that the feed is ready for consumption. You have two options:

¢ Publish - If you choose to publish the feed is placed into publishing mode and will be picked up
by the processing engine at the top of the hour.

¢ Draft - If you choose not to publish, the feed remains in draft mode and will not be picked up
by the processing engine. Draft mode allows you to add multiple feeds and text queries without
worrying that the feed will be picked up for processing or that errors will be caused if the feed is
deleted. You can always choose to publish a draft feed at another time.

Training and Scoring

To establish a baseline, Advanced Analytics extensively profiles the people, asset usage, and
sessions in your environment. For example, in a typical deployment, Advanced Analytics begins
by examining 60-90 days of an organization's logs. After the initial baseline analysis is done,
Advanced Analytics begins assigning scores to each session based on the amount and type of
anomalies in the session.

To configure the Advanced Analytics initial training period:

1. Inthe sidebar, click SETTINGS ¥, then select Analytics.
2. Under Log Management, select Training & Scoring.

3. Configure the processing and scoring parameters.

Notifications

You can configure Advanced Analytics to send notification about system health, notable sessions,
anomalies, and other important system information. You can configure notification to be sent in the
following formats:
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¢ Log repository — Notifications can be sent to a log repository in a structured data format using
the Syslog protocol. These notifications are formatted so machines, like your log repository, can
easily understand them.

e Email — Notifications can be sent to an email account in a format that's more human-readable.

To configure notifications to a log repository, log ticketing system, or SIEM using the Syslog
protocol:

In the sidebar, click SETTINGS: =, then select Core.
Under NOTIFICATIONS, select Setup Notifications.

1.
2.
3. Click add @, then select Syslog Notification.
4.

Configure the following notification settings:
¢ IP /Hostname - Enter the IP or hostname of your Syslog server.

e Port — Enter the port your Syslog server uses.

e Protocol — Select the network protocol your Syslog server uses to send messages: TCP,
SSL_TCP, or UDP.

e Syslog Security Level — Assign a severity level to the notification:
¢ Informational — Normal operational events, no action needed.

e Debug - Useful information for debugging, sent after an error occurs.

e Error — An error has occurred and must be resolved.

e Warning — Events that will lead to an error if you don't take action.

¢ Emergency - Your system is unavailable and unusable.

e Alert — Events that should be corrected immediately.

¢ Notice — An unusual event has occurred.

¢ Critical - Some event, like a hard device error, has occurred and your system is in critical

condition.

¢ Notifications by Product — Select the events for which you want to be notified:
e Advanced Analytics:
e System Health — All system health alerts for Advanced Analytics.
¢ Notable Sessions — A user or asset has reached a risk threshold and become

notable. This notification describes which rule was triggered and contains any relevant
information.

e Anomalies — A rule has been triggered.

e AA/CM/OAR Audit — An Exabeam user does something in Advanced Analytics, Case
Manager, or Incident Responder that's important to know when auditing their activity
history; for example, when someone modifies rule behavior, changes log sources, or
changes user roles and permissions.
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¢ Job Start — Data processing engines have started processing a log.
¢ Job End - Data processing engines have stopped processing a log.

¢ Job Failure — Data processing engines have failed to process a log.

5. Click ADD NOTIFICATION.
6. Restart the Analytics Engine.

You can configure email notifications for both Advanced Analytics and for some Incident
Responder actions. The Incident Responder notifications can include:

e Notify User By Email Phishing

Phishing Summary Report
Send Email
Send Template Email

Send Indicators via Email

If you configure these settings correctly, Incident Responder uses /RNotificationSMTPService as
the service for these actions. If you configure these settings incorrectly, these actions won't work
correctly.

To configure human-readable email notifications:

1. Inthe sidebar, click SETTINGS ¥, then select Core.
Under NOTIFICATIONS, select Setup Notifications.

2
3. Clickadd 0, then select Email Notification.
4

Configure the following notification settings:

IP / Hostname - You must enter cl oudr el ayl. connect . exabeam com
Port — Enter the port number for your outgoing mail server.
SSL - You must select this box.

Username Required - If your mail server requires a username, select the box, then enter
the username.

Password Required - If your mail server requires a password, select the box, then enter the
password.

Sender Email Address — Enter <your i nst ance>@ot i fy. exabeam com

Recipients — List the email addresses to receive these email notifications, separated by a
comma.

E-mail Signature — Enter text that's automatically added to the end of all email
notifications.
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¢ Notifications by Product — Select the events for which you want to be notified.
¢ Incident Responder:

System Health — All system health alerts for Case Manager and Incident Responder.

e Advanced Analytics:

System Health — All system health alerts for Advanced Analytics.

Notable Sessions — A user or asset has reached a risk threshold and become
notable. This notification describes which rule was triggered and contains any relevant
information.

Anomalies — A rule has been triggered.

AA/CM/OAR Audit - An Exabeam user does something in Advanced Analytics, Case
Manager, or Incident Responder that's important to know when auditing their activity
history; for example, when someone modifies rule behavior, changes log sources, or
changes user roles and permissions.

Job Start — Data processing engines have started processing a log.
Job End - Data processing engines have stopped processing a log.

Job Failure — Data processing engines have failed to process a log.

5. Click ADD NOTIFICATION.

The Incident Notifications sent via Syslog to your SIEM use the following parameters in their key-
value pairs. The pairs are separated by a space (for example, reasons_count="3" score="135").

The following tables define each extension field key in Syslog messages by Event Type for
Advanced Analytics v.i48 and later.

Event Type: System Health

Key Name

Key Value Description Syslog Key

Value Example

service Service of the system The service of the system health. service="Analytics Log
health Ingestion"

status Status of the system The status of the system health, either status="stopped"
health "running" or "stopped".

Event Type: Notable Sessions / Anomalies

Key Name Key Value Description Syslog Key
Value Example
id Session, The ID of the session, sequence, or id="npage-201905151524"
sequence, or asset sequence ID.
asset sequence ID
Also the triggered rule containerld of a
session or sequence.
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Key Name Key Value Description Syslog Key
Value Example
url URL to The URL to the session, sequence, or url="https://
the session, asset sequence in the timeline. <ExabeamAA>:443/uba/
sequence, or #user/admin/ timeline/admin-
asset sequence 201906241700"
entity_value Asset sequence The asset sequence entity value. entity_value="dev_kr"
entity value
score Session, The session, sequence, or asset score="316"

sequence, or
asset sequence
risk score

sequence risk score.

Also the triggered rule risk score.

sequence_type

Type of sequence

The type of sequence or asset
sequence entity name.

sequence_type="lockout"

start_time loginTime in UTC The loginTime for the session or start_time="2019-05-
format sequence. 25T08:05:24-07:00"
Also the day for the asset sequence.
end_time logoutTime in UTC The logoutTime for the session or end_time="2019-05-
format sequence. 25T18:26:24-07:00"
Also the start_time + 24 hours for the
asset sequence.
status Status of the The status of the session or sequence, status="closed"
session or either "open" or "closed". Itis closed if
sequence logoutTime is |= 0, otherwise it is open.
user Session or The session or sequence user. user="admin"
sequence
username Also the triggered rule username.
src_host Session or The session or sequence loginHost. src_host="dc_464"
sequence
loginHost Also the triggered rule src host.
(optional)
src_ip Session src_ip The session src_ip. src_ip="10.55.0.123"
Also the triggered rule src_ip.
(optional)
accounts Session or The session or sequence accounts. accounts="achan, tmiles,
sequence dgreen, mbridges"
accounts
labels Session or The session or sequence labels. labels="TIME"

sequence labels

assets_count Session or The total number of assets recorded assets_count="23"
sequence assets for the session or sequence.
count
assets Session or The names of all unique assets for the assets="srv_123_dey,
sequence assets session or sequence. 10.23.123.56, tks_en_0Ob_jt"
zones Session zones The session zones. zones="atlanta office"
Also the asset sequence zones.
(optional)
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Key Name Key Value Description Syslog Key
Value Example
reasons All unique By default, only takes the top three by reasons="It is abnormal for

rule definition
descriptions for

triggered rule risk score. Configurable
through exabeam_custom_config

this user to perform account
management activities (a user

any triggered ScoreManager. IncidentReasonsLimit. created and added to a group)

rules for the on this day of the week.

session Account management events
are notable because they can
provide a path for an attacker
to move laterally through a
system."

reasons_count Session or The total number of reasons recorded reasons_count="8"

sequence reasons
count

for the session or sequence.

events_count Session or The total number of events recorded events_count="779"
sequence events for the session or sequence.
count

alerts_count Session or The total number of security events alerts_count="7"

sequence alerts
count

recorded for the session or sequence.

asset_labels Labels for the The labels for the asset. asset_labels="SOURCE HOST"
(optional) asset
asset_locations Locations for the The locations for the asset. asset_locations="los angeles
asset office"
top_users Top users for the The top users for the asset. top_users="adonald"
asset
host_name Hostnames for the The hostnames for the asset. host_name="adonald-win7"
(optional) asset
ip_address IP addresses for The IP addresses for the asset. ip_address="10.0.0.3"
(optional) the asset
dest_host dest_host of the The dest_host of the triggered rule. dest_host="It-adonald-123"
(optional) triggered rule

dest_ip (optional)

dest_ip of the
triggered rule

The dest_ip of the triggered rule.

dest_ip="10.23121.87"

event_time Time of the event When the event took place. event_time="8:26:00"
event_type Type of the event The type of the event. event_type="remote-access"
host (optional) Host for the The host for the triggered rule. host="atl-file-01"

triggered rule

domain (optional)

Domain for the
triggered rule

The domain for the triggered rule.

domain="kt_cloud"

raw (optional)

Raw "payload"

The raw "payload" for the triggered
rule or event.

raw="http: //fexampleurl"

rule_id Rule definition ID The rule definition ID for the triggered rule_id="WL-HG-F"
rule.
rule_name Rule definition The rule definition name for the rule_name="Account switch by

name

triggered rule.

new user"

rule_description

Rule definition
description

The rule definition description for the
triggered rule.

rule_description="User for
which we have insufficient

data logged onto a Domain
Controller"

Event Type: Advanced Analytics/Case Manager/OAR Audit
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Key Name Key Value Description Syslog Key
Value Example
time Time in Unix When the event took place. time="1559076154132"
timestamp
user Admin or user's The user performing the activity in user="admin"
username Exabeam.
host Hostname, and if not The machine logging the event. host="10.0.0.4"
available, IP address
src_ip Client IP address The IP from which the user connected src_ip="10.0.0.6"
to Exabeam.
event_type Event type The event type, such as “app- event_type="failed-app-login"
activity”, “remote-logon”, and
“logout”.
app Name of the The name of the application that app="Exabeam"
application logs the event, such as "Exabeam
Advanced Analytics”. If it is not
possible to get the app type then
"Exabeam” is used.
event_subtype Exabeam Audit The Exabeam Audit Event identifier. event_subtype="Exabeam Audit
Event Event"
activity Activity type The activity type, such as “User activity="Failed log in"

added"”, "Role updated”, and "LDAP
server removed".

additional_info

Activity details

The activity details, such as those
pertaining to user, role, and LDAP

additional_info="User 'admin’
failed to login"

updates.

Event Type: Job Status
Key Name Key Value Description Syslog Key
Value Example
job_status Job status The job status, either job_status="Started"
"Started", "Failed"”, or
“"Completed".
job_details Job details The job details, which job_details="Modified rules: rule AM-OG-A
includes modified rules and has new score 40.0 ,rule AM-GOU-A has
reprocess times. new score 40.0 ,rule AM-GA-AC-A has new
score 40.0. Reprocess starts from May 5
2014, 7:00AM (UTC), ends on May 7 2018,
6:59AM (UTC)."
job_id Job ID The job ID string. job_id="5clace5c123 b3801207481f"
created_by Admin or user's The user who created the created_by="admin"
username job in Exabeam.
timestamp Timestamp in UTC When the event took place. timestamp="December 19 2018, 11:05PM

format uTtcy"
start_time Timestamp in UTC When the event started. start_time="March 12 2019, 10:05PM (UTC)"
(optional) format
end_time Timestamp in UTC When the event ended. end_time="March 13 2018, 12:05AM (UTC)"
(optional) format
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Audit Logs

Audit logs represent user, object, or setting events in your organization. Specific events related to
all Exabeam users are logged, including activities within the user interface as well as configuration

activities.

Advanced Analytics audit logs are stored. The entire auditing history is stored and you cannot
purge audit logs or set retention limits.

To access the activity data, you can forward audit logs via Syslog to an existing SIEM, to Data
Lake, or to Search. Exabeam sends the Advanced Analytics activity data every five minutes. To
access audit logs via Syslog, follow the notification setup procedure in Set Up Notifications to a
Log Repository, Ticketing System, or SIEM.

[N NOTE
Advanced Analytics activity log data is not masked or obfuscated when sent via Syslog. It is your
responsibility to upload the data to a dedicated index which is available only to users with appropriate
privileges.

The following events are logged:

e Loginand log out e Adding or editing of secured resources

e Failedlogin o API cluster authorization events

e User addition, update, and removal e Log source addition, update, and deletion
e Role addition, update, and deletion e Log feed addition, update, and deletion

e Permission addition and deletion e Syslog enable and disable

e Audit being turned on or off e Full and partial acceptance of a session

e Token create, read, and update e Full and partial acceptance of a lockout

e Reindex job create and initiate e Full and partial acceptance of an asset sequence
e Threat Hunter Search e Starting of a session

e Component restart e Starring of an asset sequence

e SAML events e Watchlist addition, update, and delete

An additional type of audit logging is available for applications in the Exabeam Security
Operations Platform. Access to these stored audit logs is available in Search. For ease of use,

an Audit Logs tab is accessible in the Search query builder. For information about using the Audit

Logs tab, see Basic Search in the Search Feature Guide.
Events from the following Exabeam Security Operations Platform applications are logged:

e Authentication
Threat Center

Correlation Rules

Search

Settings, including
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e Users

Roles

Single sign-on
APl keys
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Set Up Admin Operations

This section contains information about certain Advanced Analytics administrative operations. For
more information, see the links below:

e License Management
e Cluster Authorization Token

e Exabeam Engines

Exabeam Licenses

Exabeam products require a license in order to function. These licenses determine which
Exabeam products and features you can use. You are not limited by the amount of external data
you can ingest and process.

There are multiple types of Exabeam product licenses available. Exabeam bundles these licenses

together and issues you one key to activate all purchased products. For more information on the
different licenses, see Types of Exabeam Product Licenses.

When you first install Exabeam, the installed instance uses a 30 day grace period license. This
license allows you to try out all of the features in Exabeam for 30 days.

Grace Period
Exabeam provides a 30-day grace period for expired licenses before products stop processing
data. During the grace period, you will not experience any change in product functionality. There

is no limit to the amount of data you can ingest and process.

When the license or grace period is 14 days away from expiring, you will receive a warning alert on
the home page and an email.

You can request a new license by contacting your Exabeam account representative or by opening
a support ticket.

Expiration Period

When your grace period has ended, you will start to experience limited product functionality.
Contact your Exabeam representative for a valid license to restore all product features.

For Advanced Analytics license expirations, the Log Ingestion Engine will continue to ingest data,
but the Analytics Engine will stop processing. Threat Hunter and telemetry will also stop working.
You will receive a critical alert on the home page and an email.

License Alerts

/., exabeam Exabeam Advanced Analytics Administration Guide 24



Set Up Admin Operations

License alerts are sent via an alert on the home page and in email when the license or grace
period is 14 days away from expiring and when the grace period expires.

The home page alert is permanent until resolved. You must purchase a product license or renew
your existing license to continue using Exabeam.

To check the status and details of your license, navigate to Settings ‘% > Admin Operations >
Licenses.

Exabeam licenses specify which products you have access to and for how long. For information
about specific license types, and detailed tables of supported features for each license type, click
the appropriate links below.

e Exabeam Security Operations Portfolio License Types — Includes the latest cloud-delivered
subscription product licenses.

e Fusion License Types — Includes the cloud-delivered Fusion XDR and Fusion SIEM product
licenses.

e Legacy Licenses - Includes the following legacy product licenses:

User Analytics — This is the core product of Advanced Analytics . Exabeam's user behavioral
analytics security solution provides modern threat detection using behavioral modeling and
machine learning.

Threat Hunter — Threat Hunter is a point and click advanced search function which allows for
searches across a variety of dimensions, such as Activity Types, User Names, and Reasons. It
comes fully integrated with User Analytics.

Exabeam Threat Intelligence Services (TIS) — TIS provides real-time actionable intelligence
into potential threats to your environment by uncovering indicators of compromise (IOC).

It comes fully integrated with the purchase of an Advanced Analytics V3 license. TIS also
allows access to telemetry.

Entity Analytics (EA) — Entity Analytics offers analytics capabilities for internet-connected
devices and entities beyond users such as hosts and IP addresses within an environment.
Entity Analytics is available as an add-on option. If you are adding Entity Analytics to your
existing Advanced Analytics platform, you will be sent a new license key. Note that you may
require additional nodes to process asset oriented log sources.

Incident Responder — Also known as Orchestration Automation Response. Incident
Responder adds automation to your SOC to make your cyber security incident response
team more productive.

Incident Responder is available as an add-on option. If you are adding Incident Responder to
your existing Advanced Analytics platform, you will be sent a new license key. Note that you
may require additional nodes to support automated incident responses.

Case Manager — Case Manager can fully integrate into Advanced Analytics enabling you to
optimize analyst workflow by managing the life cycle of your incidents.
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Case Manager is available as an add-on option. If you are adding Case Manager to your
existing Advanced Analytics platform, you will be sent a new license key. Note that you may
require additional nodes to support this module extension.

View Version Information

View the Advanced Analytics release version of your deployment, as well as build numbers that
constitute the release version (Advanced Analytics product, Incident Responder product, Data
Lake product, Exabeam platform common services, and Security content).

To view version information:

1. Click the options menu, ", in the top right corner of any page. A menu expands.

2. Scroll to the About this version section at the bottom of the expanded menu.

Cluster Authorization Token

The cluster authorization token is used to verify identities between clusters that have been
deployed in phases as well as HTTP-based log collectors. Each peer cluster in a query pool
must have its own token. You can set expiration dates during token creation or manually revoke
tokens at any time.

To generate a token:

1. Navigate to Settings > Core > Admin Operations > Cluster Authorization Token.
The Cluster Authorization Token page is displayed.

2. Inthe Cluster Authorization Token page, click O+ open the Setup Token dialog box.
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Setup Token

Token Mame *

Flease enter a name for the token

Expiry Date ™

@ Manual Date Entry
B
Permanent (no expiry date)

Permission Level *

Default Roles

Administrator v
Tier 3 Analyst o
Tier 1 Analyst o
Auditor v
Data Privacy Officer o

Custom Roles

CANCEL ADD TOKEN

3. Enter a Token Name, and then select an Expiry Date.
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© IMPORTANT
Token names can contain only letters, numbers, and spaces.

Select the Default Roles for the token.

Click Add Token.
Use this generated file to allow your APIs to authenticate by token. Ensure that your APl uses
ExaAut hToken in its requests. For curl clients, the request structure resembles the following:

curl -H "ExaAut hToken: <gener at ed_t oken>" https://<external host>: <api _port>/
<api _request pat h>

Exabeam Engines
To start any Exabeam engines, navigate to the Exabeam Engine page in Advanced Analytics:

1. From the left sidebar, click SETTINGS *, then select Analytics.
2.  Under Admin Operations, select Exabeam Engine.

Procedures for starting Exabeam engines vary depending on the Advanced Analytics version
you are using. Click the appropriate links below for more information.

In this Advanced Analytics version, you can use the UIP reprocessing option or restart the
analytics engine:

e Exabeam Unified Log Ingestion Engine — Click UIP Log Reprocessing to open the cloud-
based Log Stream functionality. Log Stream provides visibility into the unified ingestion pipeline
with the following tabs:

e Re-parsing Jobs — You can opt to re-parse logs by scheduling a re-parsing job.

¢ Live Tail — View samples of incoming data in real time to ensure proper processing.
o Exabeam Analytics Engine — Restart the analytics engine so that it can process log feeds.

1. Inthe Exabeam Analytics Engine panel, click Restart Processing and select a restart
option from the following settings:

¢ Restart the engine — The engine continues processing from where it left off.

¢ Restart from the initial training period — The engine continues processing from the
initial training period.

¢ Restart from a date — The engine chooses the nearest snapshot available for the
specified date and reprocesses from this date.

2. Click Process to start the engine. The system validates any changes and checks for errors.
If errors are identified, they are listed and the engine does not start processing. If no errors
are identified, the engine starts.
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In this Advanced Analytics version, you can restart the LIME engine or the analytics engine:

o Exabeam Log Ingestion Engine — Restart the LIME engine so that it ingests logs from log feeds
that are defined in the Advanced Analytics Log Feeds settings.

1. Click Ingest Log Feeds, and select specific log feeds for restart.

2. Select arestart option from the following settings:
¢ Restart the engine — The engine continues processing from where it left off.

¢ Restart from the initial training period — The engine continues processing from the
initial training period.

¢ Restart from a date — The engine continues processing from a specified date.

3. Click Ingest feeds to start the engine.

o Exabeam Analytics Engine — Restart the analytics engine so that it can process log feeds.

1. Click Restart Processing and select a restart option from the following settings:
¢ Restart the engine — The engine continues processing from where it left off.

¢ Restart from the initial training period — The engine reprocesses all configured log
feeds from the initial training period.

¢ Restart from a date — The engine chooses the nearest snapshot available for the
specified date and reprocesses from this date.

2. Click Process to start the engine. The system validates any changes and checks for errors.
If errors are identified, they are listed and the engine does not start processing. If no errors
are identified, the engine starts.

Generate a Support File

Generate the technical support information Exabeam Customer Success needs to understand
a problem in your system. Once you have these files, open a support ticket in the Exabeam
Community.

1. Click the options menu, ***, in the top right corner of any page, and then select Generate
Support File.

2. Select the Exabeam products for which you want to generate technical support file. If
Exabeam Customer Success requests a support file that includes the last five rotated logs
from the Analytics Engine or Log Ingestion Messaging Engine (LIME), select ADDITIONAL
ROTATED LOGS.

3. Click GENERATE SUPPORT. It may take up to five minutes to generate a support file.

The file downloads automatically. Attach the file to your case ticket on the Exabeam
Community.
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Set Up Authentication and Access Control

What Are Accounts & Groups?

Peer Groups

Peer groups can be a team, department, division, geographic location, etc. and are defined by the
organization. Exabeam uses this information to compare a user's behavior to that of their peers.
For example, when a user logs into an application for the first time Exabeam can evaluate if itis
normal for a member of their peer group to access that application. When Dynamic Peer Grouping
is enabled, Exabeam will use machine learning to choose the best possible peer groups for a user
for different activities based on the behaviors they exhibit.

Executives

Exabeam watches executive movements very closely because they are privileged and have
access to sensitive and confidential information, making their credentials highly desirable for
account takeover. Identifying executives allows the system to model executive assets, thereby
prioritizing anomalous behaviors associated with them. For example, we will place a higher score
for an anomaly triggered by a non-executive user accessing an executive workstation.

Service Accounts

A service account is a user account that belongs to an application rather than an end user

and runs a particular piece of software. During the setup process, we work with an organization
to identify patterns in service account labels and uses this information to classify accounts as
service accounts based on their behavior. Exabeam also adds or removes points from sessions
based on service account activity. For example, if a service account logs into an application
interactively, we will add points to the session because service accounts should not typically log
in to applications.

What Are Assets & Networks?

Workstations & Servers

Assets are computer devices such as servers, workstations, and printers. During the setup
process, we will ask you to review and confirm asset labels. It is important for Exabeam to
understand the asset types within the organization - are they Domain Controllers, Exchange
Servers, Database Servers or workstations? This adds further context to what Exabeam sees
within the logs. For example, if a user performs interactive logons to an Exchange Server on a
daily basis, the user is likely an Exchange Administrator. Exabeam automatically pulls in assets
from the LDAP server and categorizes them as servers or workstations based on the OS property
or the Organizational Units they belong to. In this step, we ask you to review whether the assets
tagged by Exabeam are accurate. In addition to configuration of assets during setup, Exabeam
also runs an ongoing classifier that classifies assets as workstations or servers based on their
behavior.

Network Zones
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Network zones are internal network locations defined by the organization rather than a physical
place. Zones can be cities, business units, buildings, or even specific rooms. For example,
"Atlanta" can refer to a network zone within an organization rather than the city itself (all according
to an organization's preference). Administrators can upload information regarding network zones
for their internal assets via CSV or add manually one at a time.

Asset Groups

Asset Groups are a collection of assets that perform the same function in the organization and
need to be treated as a single entity from an anomaly detection perspective. An example of an
asset group would be a collection of Exchange Servers. Grouping them this way is useful to our
modeling processing because it allows us to treat an asset group as a single entity, reducing

the amount of false positives that are generated when users connect to multiple servers within
that group. As a concrete example, if a user regularly connects to email exchange server #1
then Exabeam builds a baseline that says this is their normal behavior. But exchange servers are
often load-balanced, and if the user then connects to email exchange server #2 we can say that
this is still normal behavior for them because the exchange servers are one Asset Group. Other
examples of asset groups are SharePoint farms, or Virtual Desktop Infrastructure (VDI).

Universal Role-Based Access

Universal role-based access centralizes user identity and access management (IAM) for
applications across the entire Exabeam Security Operations Platform. If you are a new Advanced
Analytics customer, you should set up IAM exclusively with universal role-based access. For
information on configuring universal role-based access, refer to Universal Role-Based Accessin
the Exabeam Security Operations Platform Administration Guide.

For information on migrating from legacy authentication to universal role-based access, see
Migrate to Universal Role-Based Access.

[N NOTE

Existing customers can continue to use legacy role-based access control until they are prepared to
migrate to universal role-based access. For information, see Legacy Role-Based Access Control.

If you are an existing Exabeam Security Operations Platform customer, you are encouraged
to migrate from the individualized identity and access management (IAM) of your Exabeam
products to universal role-based access. You can continue to use legacy authentication until
your organization is prepared to migrate.

A WARNING
Migration to universal role-based access cannot be reversed.

Prerequisites
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Unlike the legacy IAM, universal role-based access requires a unique email address for each
user account. If your legacy account configurations do not include email addresses, you need
to be prepared to add email addresses to the accounts to complete their migration.

For customers using a third-party identity provider (IdP), you need to have an IdP administrator
available to modify the IdP configuration for it to authenticate with universal role-based access.

Universal role-based access does not support migration from LDAP directories. If LDAP is
enabled, it needs to be disabled.

You should see a notification about centralizing identity management up the upper-left side of
the home page, along with a button to add missing emails. If you do not see this notification,
try clearing your cookies or logging in with your browser in incognito/private mode. If the
notification still does not appear, contact customer support.

I Centralize identity management for all Exabeam apps

Save time and prevent misconfigurations. Standardize identity and permissions across all Exabeam apps with a single identity store.

Add missing emails

ADVANCED ANALYTICS

@

MY INCIDENTS SortBy: Create Date ~ INCIDENTS IN MY QUEUES

To migrate to universal role-based access:

1. Inthe centralized identity management notification banner, click Add missing emails.
The Add Missing Emails page opens. The page lists any accounts that do not have email
addresses attached to them.

2. Click the name of each of the listed users to either add their unique email addresses or delete
their accounts.

© IMPORTANT
You should delete the accounts of former employees and/or inactive users.
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Add missing emails

T out 10 of local users are missing emails

o We will carry over all your users' permissions. You may still need to re-configure your identity provider.

‘ Cori Director Inactive
Roles: Administrator

Email Add email il Delete user

‘ Esteban Security Engineer Inactive
Roles: Administrator

& Hunter Tier 3 Analyst Inactive
Roles: Tier 3 Analyst

‘ Tim Tier 1 Analyst Inactive
Roles: Tier 1 Analyst

‘ Alice Auditor Inactive
Roles: Auditor

‘ Debbie Data Privacy Officer Inactive

Roles: Data Privacy Officer

‘ Carl Custom Role Inactive
Roles: Administrator, Auditor, Data Privacy Officer, Tier 1 Analyst, Tier

3 Analyst

Continue later

3. Click Next and repeat step 2 if needed.
When all of the accounts are ready for migration, the Enable Unified Login page appears.
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Enable Unified Login

O

Before you continue!

Unified logon affects all users on your team, and we will notify them by email with the change as
soon as you enable it.

You will need to re-configure SAML after enabling. We suggest having your identity provider's
settings page open before enabling.

Continue later

4. To proceed with the migration, click Enable.
An email is sent to the migrated users to welcome them to the Exabeam Security Operations
Platform. The email includes a link for them to confirm their accounts and set their passwords.
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E Exabeam

Date:

no-reply @notify.exabeam.com 08-03-2022 18:27:22

Subject: Welcome to the Exabeam SOC Platform!

5. Verify the permissions for your users in the Exabeam Security Operations Platform.

/s, exabeam

Hello Esteban,

Welcome to Exabeam SOC Platform! Exabeam is the leader in next-gen SIEM and XDR, reinventing the
way security teams use analytics and autornation to solve threat detection, investigation, and response
(TDIR). You have been invited to acme Customer by your administrator.

To complete your registration, please confirm your account:

Confirm My Account

Details of your account:
Organization Name: Acme
Login URL: https:/facme.exabeam.cloud
Your Login: esteban@exabeamdemo.com

For more information about your account access, please consult this Knowledge Base article on the
Exabeam Community site.

have any questions, please contact us at support@exabeam.com

Hi Billy, welcome to Exabeam SOC Platform!

The Exabeam SOC Platform provides applications, tools, and content to help you continuously improve your security posture.

ilI ADVANCED ANALYTICS = AUTO PARSER GENERATOR
Detect and investigate threats through Easily create, edit, and check for new
behavioral analytics parsers

The Exabeam Security Operations Platform provides tailored roles for Advanced Analytics

users such as Administrator, Tier 3 Analyst, and Data Privacy Officer. To see all roles, view the

Settings ' > Roles page.
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For each user that should have access to Advanced Analytics, review and adjust any roles as
desired. For more information, see Administrative Users in the Exabeam Security Operations
Platform Guide.

Legacy Role-Based Access Control

With its introduction in Advanced Analytics i61, universal role-based access is the recommended
method for identity and access management (IAM). If you are a new Advanced Analytics
customer, you should set up IAM exclusively with universal role-based access. Existing
customers can continue to use role-based access control until they are prepared to migrate to
universal role-based access. For information on migrating, see Migrate to Universal Role-Based
Access.

You can control the responsibilities and activities of your SOC team members with Role-Based
Access Control (RBAC). To tailor access, you can assign local users, LDAP users, or SAML
authenticated users one or more roles within Exabeam.

The responsibilities of those roles are determined by the permissions the role allows. If users are
assigned more than one role, that user receives the permissions of each role.

[N NOTE
If a user is assigned multiple roles with conflicting permissions, Exabeam enforces the role having more
permission. For example, if a role with read-only permissions and a role with full permission are both
assigned to a user, then the user will have full permission.

To access the Roles page, navigate to Settings > User Management > Roles.

Understand the difference between Roles and Users. Configure the analysts that have access
to the Exabeam User Interface, add the analyst's information, assign them roles, and set up user
permissions and access based on your organization's needs.

Users

Users are the analysts that have access to the Exabeam Ul to review and investigate activity.
These analysts have specific roles, permissions, and can be assigned Exabeam objects within the
platform. They also have the ability to accept sessions. Exabeam supports local authentication or
authentication against an LDAP server.

Default Roles
Advanced Analytics includes preconfigured default roles with standard permission sets for
common user types, such as analysts, administrators, and auditors.

[N NOTE
Default roles cannot be edited or deleted.

Administrator
This role is intended for administrative access to Exabeam. Users assigned to this role can perform
administrative operations on Exabeam, such as configuring the appliance to fetch logs from the
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SIEM, connecting to Active Directory to pull in contextual information, and restarting the analytics

engine. The default admin credential belongs to this role. This is a predefined role provided by
Exabeam and cannot be deleted.

Default permissions include:

Permission

Description

Manage Users and Context
Sources

Manage users and roles in the Exabeam Security Intelligence Platform, as well as
the context sources used to enhanced the logs ingested (e.g. assets, peer groups,
service accounts, executives).

Manage context tables

Manage users, assets or other objects within Context Tables.

Manage Content Packages

Users add/remove/configure content packages for automatic installation.

View Metrics

View the IR Metrics page.

Manage Data Ingest

Configure log sources and feeds and email-based ingest.

Add IR comments

Add IR comments.

Upload Custom Services

Upload custom actions or services.

Create incidents

Create incidents.

Delete incidents

Delete incidents.

Manage Custom Services and
Packages

User can manage custom services and related packages

Manage Data Ingest

Configure log sources and feeds and email-based ingest.

Manage ingest rules

Add, edit, or delete rules for how incidents are assigned, restricted, and prioritized
oningest.

Manage Queues

Create, edit, delete, and assign membership to queues

Manage Templates

Create, edit, or delete playbook templates.

Manage Triggers

Create, update, or delete playbook triggers.

Run Actions

Launch individual actions from the user interface.

Manage Bi-directional
Communication

Configure inbound and outbound settings for Bi-Directional Communications.

Manage Incident Configuration

Users can manage the Incident Configurations including Incident Types, Fields,
Layouts, and Checklists.

Manage Playbooks

Create, update, or delete playbooks.

Manage Services

Configure, edit, or delete services (3rd party integrations).

Run Playbooks

Run a playbook manually from the workbench.

Reset Incident Workbench

User can reset incident workbench

All Admin Ops Perform all Exabeam administrative operations such as configuring the appliance,
connecting to the log repository and Active Directory, setting up log feeds,
managing users and roles that access the Exabeam Ul, and performing system
health checks.

View comments View comments.

View health View health.

View Raw Logs

View the raw logs that are used to built the events on AA timeline

View Rules

View configured rules that determine how security events are handled

View API

View API.

View incidents

View incidents.

View Metrics

View the IR Metrics page.

Editincidents

Edit an incident's fields, edit tasks, entities & artifacts.
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Permission Description

Manage Rules Create/Edit/Reload rules that determine how security events are handled

Bulk edit Users can edit multiple incidents at the same time.

Search Incidents Can search keywords in IR via the search bar.

Basic Search Perform basic search on the Exabeam homepage. Basic search allows you to search

for a specific user, asset, session, or a security alert.

View Restricted Incidents View incidents restricted to other users or groups.

Audlitor

Users assigned to this role have only view privileges within the Exabeam Ul. They can view
all activities within the Exabeam Ul, but cannot make any changes such as add comments or
approve sessions. This is a predefined role provided by Exabeam.

Default permissions include:

Permission

Description

View Comments

View comments

View Activities

View all notable users, assets, sessions, and related risk reasons in the organization.

View Global Insights

View the organizational models built by Exabeam. The histograms that show the normal
behavior for all entities in the organization can be viewed.

View Executive Info

View the risk reasons and the timeline of the executive users in the organization. You will be able
to see the activities performed by executive users along with the associated anomalies.

View Incidents

View incidents.

View Infographics

View all the infographics built by Exabeam. You will be able to see the overall trends for the
organization.

View Insights

View the normal behaviors for specific entities within the organization. The histograms for
specific users and assets can be viewed.

Search Incidents

Can search keywords in Incident Responder via the search bar.

Basic Search

Perform basic search on the Exabeam homepage. Basic search allows you to search for a
specific user, asset, session, or a security alert.

View Search Library View the Search Library provided by Exabeam and the corresponding search results
associated with the filters.
Threat Hunting Perform threat hunting on Exabeam. Threat hunting allows you to query the platform across a

variety of dimension such as find all users whose sessions contain data exfiltration activities or a
malware on their asset.

View Restricted
Incidents

View incidents restricted to other users or groups.

Tier 1 Analyst

Users assigned to this role are junior security analysts or incident desk responders who supports
the day-to-day enterprise security operation and monitoring. This type of role will not be
authorized to make any changes to Exabeam system except for making user, session and lockout
comments. Users in this role cannot approve sessions or lockout activities. This is a predefined
role provided by Exabeam.

Default permissions include:
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Permission Description
Add Advanced Analytics Add comments for the various entities (users, assets and sessions) within Exabeam.
Comments

Add Incident Responder
Comments

Add Incident Responder comments.

Create Incidents Create incidents.

Run Playbooks Run a playbook manually from the workbench.

Run Actions Launch individual actions from the user interface.

View comments View comments.

View Global Insights View the organizational models built by Exabeam. The histograms that show the normal

behavior for all entities in the organization can be viewed.

View incidents View incidents.

View Infographics View all the infographics built by Exabeam. You will be able to see the overall trends for

the organization.

View Activities View all notable users, assets, sessions and related risk reasons in the organization.

View the risk reasons and the timeline of the executive users in the organization. You
will be able to see the activities performed by executive users along with the associated
anomalies.

View Executive Info

View Insights View the normal behaviors for specific entities within the organization. The histograms for

specific users and assets can be viewed.

Tier 3 Analyst

Users assigned to this role will be performing more complex investigations and remediation plans.
They can review user sessions, account lockouts, add comments, approve activities and perform
threat hunting. This is a predefined role provided by Exabeam and cannot be deleted.

Default permissions include:

Permission Description
Add Advanced Analytics Add comments for the various entities (users, assets and sessions) within Exabeam.
Comments

Add Incident Responder
Comments

Add Incident Responder comments.

Upload Custom Services Upload custom actions or services.

Create incidents

Create incidents.

Delete incidents

Delete incidents.

Manage Playbooks

Create, update, or delete playbooks.

Manage Queues

Create, edit, delete, and assign membership to queues

Manage Services

Configure, edit, or delete services (3rd party integrations).

Manage Triggers

Create, update, or delete playbook triggers.

Run Actions

Launch individual actions from the user interface.

Manage Bi-directional
Communication

Configure inbound and outbound settings for Bi-Directional Communications.

Manage Data Ingest

Configure log sources and feeds and email-based ingest.

Manage ingest rules

Add, edit, or delete rules for how incidents are assigned, restricted, and prioritized on ingest.

Manage Templates

Create, edit, or delete playbook templates.

Run Playbooks

Run a playbook manually from the workbench.
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Permission

Description

View Activities

View all notable users, assets, sessions and related risk reasons in the organization.

View Comments

View comments.

View Executive Info

View the risk reasons and the timeline of the executive users in the organization. You will be
able to see the activities performed by executive users along with the associated anomalies.

View Global Insights

View the organizational models built by Exabeam. The histograms that show the normal
behavior for all entities in the organization can be viewed.

View Infographics

View all the infographics built by Exabeam. You will be able to see the overall trends for the
organization.

View Rules

View configured rules that determine how security events are handled.

View Insights

View the normal behaviors for specific entities within the organization. The histograms for
specific users and assets can be viewed.

Bulk Edit

Users can edit multiple incidents at the same time.

Delete entities and artifacts

Users can delete entities and artifacts.

Manage Watchlist

Add or remove users from the Watchlist. Users that have been added to the Watchlist are
always listed on the Exabeam homepage, allowing them to be scrutinized closely.

Approve Lockouts

Accept account lockout activities for users. Accepting lockouts indicates to Exabeam that
the specific set of behaviors for that lockout activity sequence are whitelisted and are
deemed normal for that user.

Accept Sessions

Accept sessions for users. Accepting sessions indicates to Exabeam that the specific set of
behaviors for that session are whitelisted and are deemed normal for that user.

A WARNING
This permission should be given only sparingly, if at all. Accepting
sessions is not recommended. The best practice for eliminating
unwanted alerts is through tuning the rules and/or models.

Edit incidents

Edit an incident's fields, edit entities & artifacts.

Sending incidents to
Incident Responder

Send incidents to Incident Responder.

Basic Search

Perform basic search on the Exabeam homepage. Basic search allows you to search for a
specific user, asset, session, or a security alert.

Search Incidents

Can search keywords in IR via the search bar.

Threat Hunting Perform threat hunting on Exabeam. Threat hunting allows you to query the platform across
a variety of dimensions such as find all users whose sessions contain data exfiltration
activities or a malware on their asset.
Manage Search Library Create saved searches as well as edit them.
View Search Library View the Search Library provided by Exabeam and the corresponding search results
associated with the filters.
Data Privacy Officer

This role is needed only when the data masking feature is turned on within Exabeam. Users
assigned to this role are the only users that can view personally identifiable information (PIl) in
an unmasked form. They can review user sessions, account lockouts, add comments, approve
activities and perform threat hunting. This is a predefined role provided by Exabeam.

See Mask Data Within the Advanced Analytics Ul for more information on this feature.

Default permissions include:
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Permission Description

Add Advanced Add comments for the various entities (users, assets and sessions) within Exabeam.

Analytics Comments

View comments View comments.

View Global Insights View the organizational models built by Exabeam. The histograms that show the normal
behavior for all entities in the organization can be viewed.

View incidents View incidents.

View Infographics View all the infographics built by Exabeam. You will be able to see the overall trends for the
organization.

View Activities View all notable users, assets, sessions and related risk reasons in the organization.

View Executive Info View the risk reasons and the timeline of the executive users in the organization. You will be

able to see the activities performed by executive users along with the associated anomalies.

View Insights View the normal behaviors for specific entities within the organization. The histograms for
specific users and assets can be viewed.

Manage Watchlist Add or remove users from the Watchlist. Users that have been added to the Watchlist are
always listed on the Exabeam homepage, allowing them to be scrutinized closely.

Sending incidents to Sending incidents to Incident Responder.
Incident Responder

Accept Sessions Accept sessions for users. Accepting sessions indicates to Exabeam that the specific set of
behaviors for that session are whitelisted and are deemed normal for that user.

Basic Search Perform basic search on the Exabeam homepage. Basic search allows you to search for a
specific user, asset, session, or a security alert.

Threat Hunting Perform threat hunting on Exabeam. Threat hunting allows you to query the platform across a
variety of dimensions such as find all users whose sessions contain data exfiltration activities
or a malware on their asset.

Manage Search Library Create saved searches as well as edit them

View Search Library View the Search Library provided by Exabeam and the corresponding search results
associated with the filters.

View Unmasked Data Show all personally identifiable information (PIl) in a clear text form. When data masking is

(P11 enabled within Exabeam, this permission should be enabled only for select users that need to
see Pllin a clear text form.

View Restricted View incidents restricted to other users or groups.

Incidents

Create a Custom User Role
If the preconfigured default roles do not meet all your needs, you can create your own roles.

To add a new role:

1. Click Settings , and then click Analytics > Exabeam User Management > Roles.
The User Management page opens with the Roles tab selected.

2. Click Create Role.
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£ SETTINGS

=% USER MANAGEMENT

Configure roles for users to perform various actions on the Exabeam User Interface.

Default Roles Available Permissions for Administrator Role

Administrator
(5 Users)

Auditor
(2 Users)

Data Privacy Officer
(1user)

Tier 1 Analyst
(1 User)

Tier 3 Analyst
(3 Users)

Custom Roles

Users assigned te this role can perform administrative operations en Exabeam such as configuring the appliance to fetch logs from the SIEM, connecting te Active
Directory to pull in contextual information and restarting the analytics engine. The default admin credential belongs to this role. This is a predefined role provided by
Exabeam and cannot be deleted

Filter: All Products =

v Core

[ ADMINISTRATION

Manage Users and Context Sources Manage Content Packages

More

Manage context tables

v ADVANCED ANALYTICS

E COMMENTS

3. Inthe Create a new role dialog box, enter a Role name and ensure that the Advanced
Analytics tab is selected.
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Create a new role

Demo Role

Demo description.

ADVANCED ANALYTICS

Search Q
&) COMMENTS Select All | Deselect All
Add AA Comments Add IR comments
Add comments for the various entities Add IR comments.

(users, assets and sessions) within
More

CANCEL
4. Select the permissions that you want to assign to the role.

To quickly find specific permissions, use the search bar. Otherwise, scroll down to view the
available permissions.
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Create a new role

m

M

DELETE

Delete incidents

Delete incidents.
MANAGE

Manage Bi-directional Communication

Configure inbound and outbound
settings for Bi-Directional

More

Manage Incident Configuration

Users can manage the Incident
Configurations including Incident Types,
More

Manage inoact rulas

5. When you are finished, click Save.

The new role appears in the list of Custom Roles on the Roles tab of the User Management
page. From the Users tab, you can assign the role to both new and existing users.

Add an Exabeam User

Select All | Deselect All

Select All | Deselect All

Manage Custom Services and

Packages

User can manage custom services and

related packages
Manage Data Ingest

Configure log sources and feeds and

email-based ingest.

Manaoa Plavhnnlks

CANCEL RIS

1. Navigate to Settings > Exabeam User Management > Users.
2. Click Add User.

3. Fillthe new user fields and select role(s), and then click SAVE.

Your newly created user should appear in the Users Ul.

User Password Policies
Exabeam users must adhere to the following default password security requirements:

e Passwords must:

e Be between 8 to 32 characters

e Contain at least one uppercase, lowercase, numeric, and special character
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e Contain no blank space

User must change password every 90 days

New passwords cannot match last 5 passwords

SHA256 hashing is applied to store passwords

Only administrators can reset passwords and unblock users who have been locked out due to
too many consecutive failed logins

Exabeam supports integration with SAML 2.0 compliant third-party identity providers (IdPs) for
single sign-on (SSO), multi-factor authentication, and access control. Once an IdP is added to
your product, you can make IdP authentication mandatory for users to log in to the product, or you
can allow users to log in through either the IdP or local authentication.

[N NOTE
You can add multiple IdPs to your Exabeam product, but only one IdP can be enabled at a time.

Add Exabeam to Your SAML Identity Provider
This section provides instructions for adding Exabeam to your SAML 2.0 compliant identity
provider (IdP). For detailed instructions, refer to your IdP's user guide.

General Instructions

The exact procedures for configuring IdPs to integrate with Exabeam vary between vendors, but
the general tasks that need to be completed include the following (not necessarily in the same
order):

1. Begin the procedure to add a new application in your IdP for Exabeam (if needed, refer to your
IdP's user guide for instructions).

2. Inthe appropriate configuration fields, enter the Exabeam Entity ID and the Assertion
Consumer Service (ACS) URL as shown in the following:
Entity ID:
ACS URL:
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© IMPORTANT
Make sure that you replace <exabeam pri mar y_host > with the IP address or domain name of

your primary host. The only acceptable values for <identity_provider> are the following;
. adfs

. googl e

* ping

. okta

- others

If you are using Microsoft AD FS, Google IdP, Ping Identity, or Okta, enter the corresponding value
from the preceding list. For all other IdPs, enter ot her s. All of the values are case sensitive.

3. Inthe attribute mapping section, enter descriptive values for the following IdP user attributes:
Email address

First name

Last name

e Group

Username (this attribute is optional)

[N NOTE

The actual names of these user attributes may vary between the different IdPs, but each IdP
should have the corresponding attributes.

For example, if Primary email is the user email attribute in your IdP, you could enter
Emai | Addr ess as the descriptive value. The following is an example of a completed attribute
map in Google IdP:
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SAML attribute mapping

A
. Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are
Attributes
mandatory. Learn more
Google Directory attributes App attributes
Basic Information >
Primary email — EmailAddress X
Basic Information >
First name — FirstName X
SAML Group =
saml_group — Group X
Basic Information >
Last name — LastName X
ADD MAPPING
CANCEL SAVE

© [IMPORTANT

When you Configure Exabeam for SAML Authentication, you need to use the same descriptive values
to map the Exabeam query attributes with the corresponding IdP user attributes.

4. Complete any additional steps in your IdP that are necessary to finish the configuration. Refer
to your IdP user guide for details.

5. Copy the IdP's connection details and download the IdP certificate or, if available, download
the SAML metadata file.

[N NOTE

You need either the connection details and the IdP certificate or the SAML metadata file to complete
the integration in Exabeam.

Google IdP

1. From the main menu on the left, select Apps and then click Web and mobile apps.

2. From the Add app drop-down menu, click Add custom SAML app.
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GDOg|e Admin Q, Search for users, groups or settings

Apps > Web and mobile apps

0o
o Apps (49) Add app = Settings ~
=
o + Addafiter  Searchforapps
- D Mame Add private Android app Authentication User access
i D E 96 Add private Android web app SAML ON for everyo
L}

o~
B ~: AD § Add custom SAML app SAML ON for everyo

@ D AdminHome Web SAML ON for everyo

Q I
The App Details section opens.

In the App name field, enter a name.

Under App icon, click the blue circle, navigate to an image file that can be used as an icon
and click to upload it.
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App details

Enter details for your custorm SAML app. This information is shared with app users. Learn more
Exabeam

App icon

Attach an app icon. Maximum upload file size: 4 MB

CANCEL CONTINUE

5. Click Continue.
The Google Identity Provider Details section opens.

6. Click Download IdP Metadata.

[N NOTE
The IdP metadata file needs to be uploaded to Exabeam when you Configure Exabeam for SAML
Authentication.

7. Click Continue.
The Service Provider Details section opens.

8. Enterthe ACS URL and Entity ID as shown in the following:
ACS URL:
Entity ID:

[N NOTE

Make sure that you replace <exabeam pri mary_host > with the IP address or domain name
of your primary host.

9. Click Continue.
The Attribute Mapping section opens.

10. Click Add Mapping, and then from Select field drop-down menu, select Primary email.
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11. Repeat the previous step for each of the following attributes:

e Primary email
e First name
e Last name

e Group

12. Inthe App attributes fields, enter descriptive values for the attributes.
For example, for the Primary email attribute, you could enter Enai | Addr ess for the
descriptive value. The following is an example of a completed attribute map:

SAML attribute mapping

Attributes

© IMPORTANT

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are
mandatory. Learn more

Google Directory attributes App attributes

Basic Information »

Primary email — EmailAddress X

Basic Information »

First name —  FirstName X

SAML Group =

saml_group — Group X

Basic Information »

Last name —  LastName X
ADD MAPPING

When you Configure Exabeam for SAML Authentication, you need to use the same descriptive
values to map the Exabeam query attributes with the corresponding IdP user attributes.

13. Click Continue.

The details page opens for your Exabeam app.

14. Inthe User Access panel, click the Expand panel icon to begin assigning the appropriate
organizational units and groups to your Exabeam app and manage its service status.
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Apps > Web and mobile apps » Exa-Docs-Test

SAML

=@ Exa-Docs-Test

[ TEST SAML LOGIN
¥ DOWNLOAD METADATA

#" EDIT DETAILS

¥ DELETE APP

User access

To make the managed app available to select users, choose a group or organizational unit. Learn more
View details

OFF for everyone

Service provider details

Certificate ACS URL Entity ID
Google_2026-5-22-4359_SAML2_0 https://exadoc-e2e.dl.exabeam.com:443 https:/fexadoc-e2e dl exabeam.com:443
(Expires May 22, 2026) /api/auth/saml2/google/handle-assertion  /api/auth/saml2/google/login

SAML attribute mapping

Map Google directory user profile fields to SAML service provider attributes.

EmailAddress FirstName Group
Basic Information > Primary email Basic Information > First name SAML Group > saml_group
LastName

Basic Information > Last name

You are now ready to Configure Exabeam for SAML Authentication.

Azure AD

[N NOTE

The following instructions include procedural information for configuring both Azure AD and Exabeam to

complete the IdP setup.

1. Loginto Microsoft Azure and navigate to Enterprise Applications.

2. Create an Exabeam enterprise application by doing the following:
a. Click New application, and then click Create your own application.
The Create your own application dialog box appears.

b. Inthe What's the name of your app field, type a name for the app (for example,

"Exabeam-SAML").
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Create your own application X

What's the name of your app?

Exabea m-tSAML

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Azure AD (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery)

c. SelectIntegrate any other application you don't find in the gallery (Non-gallery).
d. Click Create.

3. Onthe Enterprise Application page, locate and click the application that you added in step 2.

4. Inthe Manage section, click Single sign-on.
Enterprise Application

&
i Overview
Deployment Flan
Manage
{Il Properties
Owners

Roles and administrators (Preview)

Users and groups

O Bk B

Single sign-on

14

Provisioning

Application proxy

O o

Self-service

5. Click the SAML tile.
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Home > Exadev Directory > Enterprise applications > Browse Azure AD Gallery > Exabeam-saml2
5) Exabeam-saml2 | Single sign-on

Enterprise Application

Select a single sign-on method  Help me decide

B Overview

Deployment Plan
Manage ® Disabled 4:3 SAML a Password-based
Single sign-on is not enabled. The user Rich and secure authentication to Password storage &
1! Properti won't be able to launch the app from applications using the SAML (Security web browser exten
i perties N
My Apps. Assertion Markup Language) protocol.
&2 Owners
4. Roles and administrators (Preview)
&% Users and groups
D Ssingle sign-on
@ Provisioning O( D Linked
Link to an application in My Apps
£ Application proxy and/or Office 365 application launcher.

C  Self-service

Security

& Conditional Access

In the Basic SAML Configuration box (@), click Edit, and then do the following:

% N NOTE

Make sure that you replace <exabeam pri mary_host > with the IP address or domain
name of your primary host.

[N NOTE
Make sure that you replace <exabeam pri mary_host > with the IP address or domain
name of your primary host.

c. Click Save.

In the User Attributes & Claims box (0), click Edit, and then map the Azure objects to your
Exabeam field attributes.
a. Click the row for the user.mail claim.

The Manage claim dialog box appears.

b. Inthe Name field, type the name of the appropriate Exabeam field attribute.
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Home » Exabeam-saml2 > SAML-based Sign-on > User Attributes & Claims

Manage claim

ﬁ Save X Discard changes

Name * | Ernaul.ﬂddres4

Namespace | Enter a namespace URI

Source ® @_,' Attribute O Transformation
Source attribute * | user.mail

~ Claim conditions

If needed, clear the value in the Namespace field to leave it empty.
Click Save.

e. Repeat steps a through d as needed for the following claims:
e user.givenname

e user.userprincipalname

e user.surname

f. Click Add a group claim.

Home » Exabeam-saml2 > SAML-based Sign-on

User Attributes & Claims

Add new claim | -+ Add a group claim I Columns

Required claim

Claim name Value

Unique User Identifier (Name |D) user.userprincipalname [nameid-for... ***

In the Group Claims dialog box, select Groups assigned to the application.
h. From the Source attribute drop-down list, select Group ID.

i. Inthe Advanced Options section, select the checkbox for Customize the name of the
group claim.

j- Inthe Name (required) field, type Group.
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Group Claims X
Manage the group claims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

O Mone
(:]I All groups
O Security groups

I{:} Directory roles
@ Groups assigned to the application

Source attribute *

| Group 1D R

Advanced options

Customize the name of the group claim

Mame (required)

| Group |

Mamespace (optional)

|:| Emit groups as role claims (O

k. Click Save.
The Group claim is added to the User Attributes & Claims box.

User Attributes & Claims

& Edit
EmailAddress user.mall
FirstName user.givenname
LastMame user.surname
Username user.userprincipalname
Group user.groups
Unigue User Identifier user.userprincipalname

8. Inthe SAML Signing Certificate box (9), download the Federation Metadata XML certificate
to upload to Exabeam.
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9 SAML Signing Certificate

Status

Thumbprint

Expiration

Maotification Email

App Federation Metadata Url

Certificate (Basebd)

£ Edit

Active
T49BEO3BC97AT14FEDEE9EBZBFEFSD1BCDBCSB26
3/31/2024, 10:35:29 AM
jammy@exadevdirectory.onmicrosoft.com

| https://login.microsoftonline.com/428b791c-67a8... [
Download

Download

Certificate (Raw)
Federation Metadata XML

Download |

9. InExabeam, navigate to Settings > User Management > Configure SAML, and then click

Add Identity Provider.

The New ldentity Provider dialog box appears.

10. From the SAML Provider drop-down list, select Custom/Generic IdP.

11.  Under SSO Configuration, select Upload the XML metadata filed provided by your IdP, and
then choose the Federation Metadata XML file that was downloaded in step 8.

12. Inthe Name of IdP field, type a name (for example, "Azure").

13. Inthe Upload IdP logo field, click Choose File, and then select a PNG file of the logo that you

want to use.

N NOTE

The PNG logo file size cannot exceed 1 MB.
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NEW IDENTITY PROVIDER

Use this Identity Provider for S50 |dP Enabled (J
Only one IdP can be enabled at a time.

SAML Provider*

Custom/Generic IdP, -

SSO Configuration®
@ Upload the XML metadata file provided by your IdP

ExaSAML-(2).xml W CHOOSE FILE

Configure S50 manually

Authentication Method @

Select your authentication method or leave blank for default -

Name of IdP* @

Azure

Current lcon Logo

14. Inthe Query Attributes section, enter the appropriate IdP attribute values for each field that
you defined in step 7.

© [IMPORTANT
The IdP attribute values must match the values that you defined in step 7.
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Query Attributes*
Exabeam Attributes IdP Attributes
Email Address EmailAddress
Username Username
First Name FirstName
Last Name LastName
Group Group
15. Click Save.

Azure now appears as an identity provider in the Configure SAML tab of the User
Management page, and a Group Mappings section also appears.

= USER MANAGEMENT

SAML Status Identity Providers m

Allowed Name Status
Users can login with their SAML or Exabeam

credentials.

Azure Enabled

Group Mappings

Map your SAML groups to Exabeam user roles

ADD GROUP

16. To map a SAML group to Exabeam user roles, do the following:
a. Onthe home page of Azure, click Groups.
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Home

Exadev Directory | Overview

Azure Active Directory

0 Overview

B Preview features

/ Diagnose and solve problems

Manage

."". Users

a& Groups

BZ External Identities

& Roles and administrators
& Adrministrative units

8 Enterprise applications

[# Devices

Add ~ £21 Manage tenan

Overview Monitoring Ti

Basic infermation

Mame

Tenant ID

Primary domain

License

My feed

b. From the Object Id column, copy the ID for the Azure group that you want to map.

I:‘ ADSyncBrowse

|:| ADSyncOperators
|:| . ADSyncPasswordSet
|:| - DevOps

I:‘ . DnsAdmins

|:| ﬂ DnsUpdateProxy

Object Id
fafS2ee7-347a-4cfc-aeSa-b95ff42c8e54
a450df0b-90fd-4520-90¢8-25f341e03178
718c6232-886f-4f5a-adfd-47724adad301
e005315e-4dd0-4cca-aaTb-Te7bef664b46
B0b02¢12-f58b-4172-827¢c-0dd6381¢f906
085¢2161-a%ed-4¢1b-9215-79944550bedc

36a92507-67b1-41e9-822c-3ccaafdecs9f

Group Type

Security
Security
Security
Security
Security
Security

Security

c. InExabeam, onthe Configure SAML tab of the User Management page, click Add
Group.
The Edit Group Mapping dialog box appears.

d. From the Identity Provider drop-down menu, select Others.

e. Inthe Group Name field, paste the object ID that you copied in step b.
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EDIT GROUP MAPPING

Identity Provider*

Others -

Group Name*

e35f57ae-Tffl-4c2c-9e26-34d0celbtZcle

Exabeam User Roles* @

Default Roles

Administrator ~
Tier 3 Analyst ~
Tier 1 Analyst h
Auditor V
Data Privacy Officer ~

Custom Roles

f.  Select the Exabeam User Roles that you want to assign to the group.
g. Click Save.

h. Repeat steps a through g for each Azure group that you want mapped to user roles.

17. To verify that Azure has been successfully configured, log out of Exabeam and look for the
Azure Active Directory option on the sign-on screen.

/., exabeam Exabeam Advanced Analytics Administration Guide 60



Set Up Authentication and Access Control

//, exabeam

Sign in with

A
AClve Direciony

Signin as Admin

Configure Exabeam for SAML Authentication

© IMPORTANT
Before you begin this procedure, you need to Add Exabeam to Your SAML Identity Provider.

1.  Loginto your Exabeam product.

2. Navigate to Settings ©* > Core > User Management > Configure SAML.
3. Click Add Identity Provider.
£ SETTINGS

=% USER MANAGEMENT CONFIGURE SAML

SAML Status Identity Providers

Your configured identity providers will be displayed here

ADD IDENTITY PROVIDER

Disabled

# EDIT

4. Fromthe SAML Provider drop-down menu, select your IdP.

[N NOTE
If your IdP is not listed, select Custom/Generic IdP.
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NEW IDENTITY PROVIDER

Use this Identity Provider for S50
Only one IdP can be enabled at a time.

|dF Disabled

SAML Provider*

Select your IdP

550 Configuration®
@ Upload the XML metadata file provided by your IdP

Mo file chosen CHOOSE FILE

Configure S50 manually

5. With the information that you collected in step 5 of Add Exabeam to Your SAML Identity
Provider, do one of the following:
¢ |f you have an XML metadata file from your IdP, select Upload the XML metadata provided
by your IdP, and then click Choose File to locate and upload the file from your computer.

e |f you do not have a metadata file, select Configure SSO manually and then do the
following:
1. Click Choose File to locate and upload the IdP certificate from your computer.
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NEW IDENTITY PROVIDER

Use this Identity Provider for 550
Only one IdP can be enabled at a time.

|dP Disabled

SAML Provider*®

Okta

S50 Configuration®
Upload the XML metadata file provided by your IdP

@ Configure SSO manually
IdP Certificate*

Mo file chosen o CHOOSE FILE

Please upload a file.

Single Sign-on URL*

Enter URL B | HTTPPOST -

Single Log-Out URL

Enter URL HTTP POST ~

Redirect to URL after Log-Out

2. Inthe Single Sign-on URL field, enter the appropriate URL, and then select either HTTP
POST or HTTP REDIRECT as needed from the drop-down menu.

3. (Opftional)In the Single Log-Out URL and Redirect to URL after Log-Out fields, enter
the appropriate URLs.

6. If you selected Custom/Generic IdP in the previous step, do the following:
a. Inthe Name of IdP field, enter a name.

b. Under Upload IdP Logo, click Choose File to locate and upload an IdP logo image in
PNG format.
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SS0 Configuration®
@ Upload the XML metadata file provided by your IdP

Mo file chosen CHOOSE FILE

Configure S50 manually

Authentication Method ©

Select your authentication method or leave blank for default -

Name of IdP* ©@

Enter IdP name

Upload IdP logo* @

Mo file chosen CHOOSE FILE

Query Attributes*

7.  (Opftional) From the Authentication Method drop-down menu, select an authentication
method.

[N NOTE
Leave the field blank to accept the IdP's default method.

8. If youare using AD FS and want to enable encryption, click the Encryption Disabled toggle
to enable it (the toggle turns blue when enabled), and then configure the following encryption
options that apply to your environment:
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Authentication Method @

Select your authentication method or leave blank for default -

() Encryption Enabled

Signature Disabled

@ Internal Keys

Download certificate for Internal Encryption keys

Custom Keys

Query Attributes”
Exabeam Attributes IdP Attributes

9. Inthe Query Attributes table, map the Exabeam query attributes to the corresponding IdP
user attributes by entering the same descriptive values that you did in Add Exabeam to Your
SAML ldentity Provider, as demonstrated in the following example:

Query Attributes*
Exabeam Attributes IdP Attributes
Email Address EmailAddress
Username Username
First Name FirstName
Last Name LastName
Group Group

10. (Optional)If you are ready to enable the IdP, click the IdP Disabled toggle. When the IdP is
enabled, the toggle turns blue.
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[N NOTE
You can add multiple IdPs to your Exabeam product, but only one IdP can be enabled at a time.

EDIT IDENTITY PROVIDER

Use this Identity Provider for S50 1dP Disabled
Only one IdP can be enabled at a time.

SAML Provider*

SS0 Configuration®
@ Upload the XML metadata file provided by your 1dP

OktaMetadata.xmil v CHOOSE FILE

Configure S50 manually

11. Click Save. Your identity provider now appears in the Identity Providers table.

Identity Providers m

Name Status

Google Enabled
Okta Disabled
Ping Disabled

12. To complete the configuration, you need to map your SAML groups to Exabeam user roles.
For instructions, see Map SAML Groups to Exabeam User Roles.

Map SAML Groups to Exabeam User Roles

After adding a third-party identity provider (IdP) to your Exabeam product, you need to map the
IdP user groups to the appropriate user roles in Exabeam. For example, if in your IdP you have

an "Advanced Analyst" user group that needs the permissions included in the 7ier 3 Analyst
(Advanced Analyftics)role, you can map the group to that role. Each group can be mapped to one
or more roles as needed.
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1. Navigate to Settings °* >Core >User Management > Configure SAML.

2. Inthe Group Mappings section (which appears below the Identity Providers table), click Add
Group.

CONFIGURE SAML
Identity Providers m

Name Status

Google Enabled

Group Mappings

Map your SAML groups to Exabeam user roles

ADD GROUP

The New Group Mapping dialog box appears.

3. From the Identity Provider drop-down menu, select the IdP that you want to map.
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NEW GROUP MAPPING

Identity Provider*

Select your IdP -

Group Name/ID* @

Enter SAML group name

Exabeam User Roles* @

Default Roles

Administrator
Tier 3 Analyst
Tier 1 Analyst
Auditor

Data Privacy Officer

Custom Roles

CANCEL

4. Inthe Group Name/ID field, enter the group name or ID as it is listed in the IdP.

@ [IMPORTANT
Group names are case sensitive.

5. Inthe Exabeam User Roles list, select the checkboxes for the role(s) that you want to assign

to the group.
6. Click Save.
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Manage SAML Login Status

You can make authentication through your selected identity provider (IdP) mandatory for users to
log in, or you can allow users to log in through either the IdP or local authentication. You can also
disable your selected IdP so that users can only log in through local authentication.

1. Navigate to Settings %' > > User Management > Configure SAML.

2. Inthe SAML Status box, select a login status for your IdP.

SAML Status

Disabled

@ Allowed

Users can login with their SAML or Exabeam
credentials.

Mandatory
Users can only login with SAML.

SAVE

3. Click Save.
Enable or Disable Identity Providers
[N NOTE

You can add multiple identity providers (IdPs) to your Exabeam product, but only one IdP can be enabled
atatime.

1. Navigate to Settings > > User Management > Configure SAML.

2.  Move your pointer over the IdP that you want to enable or disable, and click the edit icon.
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Identity Providers

Name
Ping
Okta

Google

CONFIGURE SAML

Status

Enabled

Disabled

Disabled

The Edit Identity Provider dialog box opens.

3. Click the IdP Enabled/Disabled toggle to enable or disable the IdP as needed.
The toggle is blue when the IdP is enabled and gray when it is disabled.
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EDIT IDENTITY PROVIDER

Use this Identity Provider for S50 1dP Enabled ()
Only one IdP can be enabled at a time.

SAML Provider*

S50 Configuration®
@ Upload the XML metadata file provided by your IdP

OktaMetadata.xml v CHOOQOSE FILE

Configure S50 manually

Authentication Method ©@

Select your authentication method or leave blank for default -

Query Attributes*

Exabeam Attributes IdP Attributes

Set Up LDAP Server

If you are adding an LDAP server for the first time, then the ADD CONTEXT SOURCE page
displays when you reach the CONTEXT MANAGEMENT settings page. Otherwise, a list of LDAP
Server appears, click Add Context Source to add more.

Select a Source Type:

[ ]

e Microsoft Active Directory

¢ NetlQ eDirectory

e Microsoft Azure Active Directory

The add/edit CONTEXT MANAGEMENT page displays the fields necessary to query and pull
context information from your LDAP server(s), depending on the source chosen.
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For Microsoft Active Directory:

e Primary IP Address or Hostname — Enter the LDAP IP address or hostname for the primary

server of the given server type.

[N NOTE
For context retrieval in Microsoft Active Directory environments, we recommend pointing to a
Global Catalog server. To list Global Catalog servers, enter the following command in a Windows
command prompt window: nsl ookup - querytype=srv gc.tcp. acne. | ocal .Replace
acme. | ocal with your company's domain name.

Secondary IP Address or Hosthame - If the primary LDAP server is unavailable, Exabeam falls
back to the secondary LDAP server if configured.

TCP Port — Enter the TCP port of the LDAP server. Optionally, select Enable SSL (LDAPS)
and/or Global Catalog to auto-populate the TCP port information accordingly.

Bind DN - Enter the bind domain name, or leave blank for anonymous bind.
Bind Password — Enter the bind password, if applicable.

LDAP attributes for Account Name - This field auto-populated with the value
sAMAccount Nane. Please modify the value if your AD deployment uses a different value.

For NetlQ eDirectory:

Primary IP Address or Hosthame — Enter the LDAP IP address or hostname for the primary
server of the given server type.

Secondary IP Address or Hostname - If the primary LDAP server is unavailable, Exabeam falls
back to the secondary LDAP server if configured.

TCP Port — Enter the TCP port of the LDAP server. Optionally, select Enable SSL (LDAPS)
and/or Global Catalog to auto-populate the TCP port information accordingly.

Bind DN - Enter the bind domain name, or leave blank for anonymous bind.
Bind Password — Enter the bind password, if applicable.
Base DN -.

LDAP Attributes — The list of all attributes to be queried by the Exabeam Directory Service
(EDS) component is required. When testing the connection to the eDirectory server, EDS will
collect from the server a list of the available attributes and display that list as a drop down menu.
Select the name of the attribute from that list or provide a name of your own. Only names for the
LDAP attributes you want EDS to poll are required (i.e., not necessarily the full list). Additionally,
EDS does not support other types of attributes, therefore you cannot add “new attributes” on
the list below.

For Microsoft Azure Active Directory:
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e Application Client ID — In App Registration in Azure Active Directory, select the application
and copy the Application ID in the Overview tab.

¢ Application Client Secret — In App Registration in Azure Active Directory, select the
application and click on Certificates & Secrets to view or create a new client secret.

e Tenant ID — In App Registration in Azure Active Directory, select the application and copy the
Tenant ID in the Overview tab.

Click Validate Connection to test the LDAP settings.

[N NOTE

If you selected Global Catalog for either Microsoft Active Directory or NetlQ eDirectory, this button
displays as Connect & Get Domains.

Click Save to save your context source,

Set Up LDAP Authentication

In addition to local authentication Exabeam can authenticate users via an external LDAP server.

When you arrive at this page, by default the ‘Enable LDAP Authentication’ is selected and the
LDAP attribute name is also populated. To change the LDAP attribute, enter the new account
name and click Save. To add an LDAP group, select Add LDAP Group and enter the DN of the
group you would like to add. Test Settings will tell you how many analysts Exabeam found in the
group. From here you can select which role(s) to assign. It is important to note that these roles are
assigned to the group and not to the individual analysts; if an analyst changes groups their role will
automatically change to the role(s) associated with their new group.

Azure AD Context Enrichment

© IMPORTANT

For the Azure AD context enrichment feature to function, your organization must have a hybrid Active
Directory deployment that uses Azure AD and either Microsoft AD or Microsoft ADDS.

Organizations using Azure Active Directory (AD) can enrich their event logs by adding user
context. This feature automatically pulls user attribute information from Azure AD on a daily basis
and enriches logs in real time. Pulled attributes include the following:

e ID

e userType

e userPrincipalName

e mailNickname

e onPremisesSamAccountName

e displayName

e mail

For descriptions of the attributes, see Azure Active Directory Context Tables.
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[N NOTE
While context information from Azure AD is pulled daily, you can also perform manual pulls from Azure
AD to immediately update information after changes to user accounts.

The following table lists the events that can be enriched with context from Azure AD:

Office 365 Azure Windows Defender Windows
Failed Sign in Alert App Activity EventHubs Login Auth Events
Failed App Login App Login PIM Activity App Login
App Login Core Directory Security Alert Activity
Signin Alert

Account Unlocked

Account Password
Changed

Account Disabled
Security Alert 1

Security Alert 3

Member Added

Member Removed
PowerBI Activity

Hub Network Connection

App Activity

1. Navigate to Settings > Core > Context Management > Add Context Source.
The Context Management page opens.

Click + Add Context Source.

From the Source Type drop-down menu, select Microsoft Azure Active Directory.
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£ SETTINGS

=] CONTEXT MANAGEMENT ADD CONTEXT SOURCE

Exabeam gueries the primary and if necessary the secondary context server for the context infermation.

Server Type Microsoft Azure Active Directory - (2]
Application Client ID* 8] (7]
Application Client Secret* (2]
Tenant ID* 2]

Validate Connection

4. Provide the appropriate values for the following fields:
e Application Client ID

¢ Application Client Secret
e Tenant|D

To generate the appropriate values for these fields, do the following:
a. Loginto Microsoft Azure.

b. Under Azure services, click App registrations.

CANCEL

_ £ Search resources, services, and docs (G+/)

Azure services

L H] @ ()] =
L] S
== o s 2 &l (%) b
Create a App Users Azure Active  Help + support Resource App Service
resource registrations Directory groups Domains

Recent resources

Name Type
° exabeamdevdirectory.com DNS zone
& exadevdirectory.onmicrasoft.com Azure AD Domain Services

Click New registrations.

In the Name field, type a name for the app.
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Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Supported account types

Who can use this application or access this AP(?
E! Accounts in this organizational directory only | Your Directory only - Single tenant}

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

e. Under supported account types, ensure that the following setting is selected: Accounts
in this organizational directory only ( YourDirectory only - Single tenant).

f.  Atthe bottom of the page, click Register.
The Overview page for your new app appears.

g. Copy the Application (client) ID and paste it into the Application Client ID field in
Exabeam; copy the Directory (tenant) ID and paste it into the Tenant ID field.

Home > App registrations >

5 docs-test =

| 22 Search {Cmd+/) | « ﬁ Delete @ Endpoints 5 Preview features

= iled o Got a second? We would love your feedback on Microsoft identity platform (previously 4

&3 Quickstart

# Integration assistant A Essentials
Manage Display name ; docs-test
lication (client) D : 75§1281d-667e-4bd4-2651-df 7
B seanding I Application (client) 5f1281d-667e-4bd4-a651-dfe56cd60957 |
Object ID : 59b598a5-729f-4be7-bf96-47571a8ecfa4
3) Authentication
| Directory (tenant) D : 428b791c-67a8-40ba-83d1-9f9da38b0dd4 |

Certificates & secrets s
Supported account types : My organization only

il Token configuration
<+ AP| permissions ﬂ Welcome to the new and improved App registrations. Looking to learn how it's chan

& Expose an AP
@ starting June 30th, 2020 we will no longer add any new features to Azure Active Dire

asn
L 88  Ann renlac

h. Inthe Manage menu, click API permissions.
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J Search (Cmd+/) & [B Delete & Endpoints [%] Preview features
B Overview @ Got a second? We would love your feedback on Micros
& Quickstart
#" Integration assistant . Essentials
Manage Display name : docs-test
Application (client) ID @ 75f1281d-667e-4bd4-a6F|
E Branding i t j Gi
Object ID : 59b59Ba5-729f-4be7 -bf9E
3) Authentication .
Directory (tenant) ID : 42Bb791c-67aB-40ba-83d

Certificates & secrets _
Supported account types ; My organization only

{I! Token configuration |

< AP| permissions ﬂ Welcome to the new and improved App rngistratinr;

& Expose an AP| .

- ' ﬂ Starting June 30th, 2020 we will no longer add any |
“& App roles be upgraded to Microsoft Authentication Library l'h‘l

A8 Owners
The API permissions page opens.

i. Click Add a permission.
The Request API permissions panel opens on the right.

j-  Click the Microsoft Graph box.
Request API permissions

Select an API

Microsoft APIs  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

A
/ ‘\ Take advantage of the tremendous amount of data in Office 365. Enterprise Mobility + Security, and Windows 10.
\ ’ Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
-

single endpoint

(™} Azure Rights Management =
“.. e I_s Azure Service Management — Azure Storage
Allow validated users to read and write Programmatic access to much of the Secure, massively scalable object and
protected content functionality available through data lake storage for unstructured and
the Azure portal semi-structured data

k. Click the Application permissions box.
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Request APl permissions X

€ All APIs

ii Microsoft Graph
https://graph microsoft.com/ Docs 7

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user

I.  Inthe Select permissions text filter, type di r ect ory.

m. Click the Directory drop-down arrow, and then select Directory.Read.All.

Select permissions expand all
| 2 directory ®
Permission Admin consent required

' Directory (1)

Directory.Read.All (@
Read directory data

Yes

Directory.ReadWrite.All (D
Read and write directory data

Yes

0

> RoleManagement

n. Atthe bottom of the panel, click Add permissions.
The panel closes and the added permission appears under Configured permissions.

o. Click Grant admin consent for Exadev Directory, and then click Grant admin consent
confirmation.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

= Add a permission I +" Grant admin consent for Exadev Directory I

API / Permissions name Type Description Admin consent requ... Status

~ Microsoft Graph (1)

Directory.Read Al Application  Read directory data Yes A\ Mot granted for Bxadev =+

To view and manage permissions and user consent, try Enterprise applications,

p. Inthe Manage menu on the left, click Certificates & secrets.
The Certificates & secrets page opens.

g- Click New client secret.
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Certificates
Manage
Certificates can be used as secrets to prove the application’s identity when requesting a token. |
B Branding
3 Authentication T Upload certificate
Certificates & secrets Thumbprint Start date

e

It Token configuration No certificates have been added for this application
=+ APl permissions

& Expose an AP

5L App roles Client secrets

& Owners A secret string that the application uses to prove its identity when requesting a token. Also can

4 Roles and administrators | Preview

MNew client secret

Ml Manifest

Description Expires Value
Support + Troubleshooting

3 No client secrets have been created for this application.
Z¥ Troubleshooting

The Add a client secret panel opens on the right.

r.  Inthe Description field, provide a description of the secret (such as what the secret is
being used for).

s. From the Expires drop-down menu, select a time frame for when you want the secret to
expire.

t.  Atthe bottom of the panel, click Add.
The panel closes and the added secret appears in the Client secrets list.

u. Click the copy-to-clipboard icon for the secret Value, and then paste the value into the
Application Client Secret field in Exabeam.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

= New client secret
Description Expires Value Secret D

sec for eXa 7/30/2023 PNDSZCuZCS——tZiQ.OthGJ~Va-dUR5443a 8c0c5a70-096f-4216-8b61-bbd458181b10 Ty [4]

5. Totestthe connection with Azure AD, click Validate Connection.
A message displays to indicate whether the connection is successful.

6. If the connectionis successful, click Save to complete the setup.
Azure AD is added to the list of data sources on the Context Management page.
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[=] CONTEXT MANAGEMENT ADD CONTEXT SOURCE
Exabeam enriches log events with contextual information regarding your organization from data sources such as CMDB, HRMS, ITAM and IT/OT/loT applications. Exabeam populates users, assets, accounts, peer
groups, executive users, device type, manufacturer, OS version and more. Exabeam updates the context daily with any changes in the environment.
Generate Context for all
Server Type Primary Secondary Updated On
Azure exadevdirectory.onmicrosoft.com - Thu May 27 2021 21:08:44 -0600 O & w v

+ Add Context Source

Set Up Context Management

Logs tell Exabeam what the users and entities are doing while context tells us who the users and
entities are. These are data sources that typically come from identity services such as Active
Directory. They enrich the logs to help with the anomaly detection process or are used directly by
the risk engine layer for fact-based rules. Regardless of where these external feeds are used, they
all go through the anomaly detection layer as part of an event. Examples of context information
potentially used by the anomaly detection layer are the location for a given IP address, ISP name
for an IP address, and department for a user.

Administrators are able to view and edit Exabeam's out-of-the-box context tables as well as
create their own custom tables. They can select a specific table, such as Executive Users, Service
Accounts, etc. and see the details of the table and all of the objects within the table. Edits can be
performed on objects individually or through CSV uploads.

Context Table Source Available Actions
email_user LDAP This table is automatically populated when administrators integrate their
LDAP system with Exabeam.

Administrators cannot add, edit, or delete the entries in this context table.

fullname_user LDAP This table is automatically populated when administrators integrate their
LDAP system with Exabeam.

Administrators cannot add, edit, or delete the entries in this context table.

user_account LDAP This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or AD filters. Where
Administrators have manually added users, they can also edit or delete
entries.
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Context Table

Source

Available Actions

user_department

LDAP

This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Active Directory
filters. Where Administrators have manually added users, they can also
edit or delete entries.

user_division

LDAP

This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Active Directory
filters. Where Administrators have manually added users, they can also
edit or delete entries.

user_manager

LDAP

This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Advanced
Directoryfilters. Where Administrators have manually added users, they
can also edit or delete entries.

user_department_number

LDAP

This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Active Directory
filters. Where Administrators have manually added users, they can also
edit or delete entries.

user_country

LDAP

This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Active Directory
filters. Where Administrators have manually added users, they can also
edit or delete entries.

user_location

LDAP

This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Active Directory
filters. Where Administrators have manually added users, they can also
edit or delete entries.

user_title

LDAP

This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Active Directory
filters. Where Administrators have manually added users, they can also
edit or delete entries.

user_fullname

LDAP

This table is automatically populated when administrators integrate their
LDAP system with Exabeam.

Administrators cannot add, edit, or delete the entries in this context table.
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Context Table Source Available Actions

user_phone_cell LDAP This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Active Directory
filters. Where Administrators have manually added users, they can also
edit or delete entries.

user_phone_office LDAP This table is automatically populated when administrators integrate their
LDAP system with Exabeam and add regular expression through the
Advanced Analytics tab.

Administrators can add entries manually via CSV or Active Directory
filters. Where Administrators have manually added users, they can also
edit or delete entries.

user_is_privileged Administrators Administrators can add entries manually, via CSV, or Active Directory.
Entries can also be edited or deleted.

Context Table Decsription

ID User's globally unique identifier (GUID).

userType Indicates whether the user is a member or guest.

userPrincipalName User principal name (UPN) of the user.

mailNickname Mail alias for the user.

onPremisesSamAccountName User's samAccountName in the on-prem LDAP, which is synced to Azure AD.
displayName Display name for the user.

mail User's email address from the Azure user profile.

The table below shows the description of each available threat intelligence feed to a context table
in Advanced Analytics:

Context Table Description

is_ip_threat IP addresses identified as a threat.
is_ransomware_ip IP addresses associated with ransomware traffic.
is_tor_ip Known Tor IP addresses.

reputation_domains Domains associated with malware traffic
web_phishing Domains associated with phishing attacks.

For more information on Exabeam threat intelligence service, please see the section Threat
Intelligence Service Overview.

Custom Context Tables

Exabeam provides several filters and lookups to get your security deployment running
immediately. However, there may be assets and users within your organization that need particular
attention and cannot be fully addressed out of the box. Custom context tables allow you the
flexibility to create watchlists or reference lists for assets, threat intelligence indicators, and users/
groups that do not fit in the typical deployment categories. Custom context tables let you put
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parts of your organization under extra monitoring or special scrutiny, such as financial servers,
privileged insiders, and high-level departed employees.

Within Advanced Analytics, you can create watchlists using context tables. When creating the
table, the Label attribute allows you to attach tags to records that match entries in your context
table. This provides quick access to query your results and/or focus your tracking using a global
characteristic.

You can also build rules based on entries in your context tables. Set up alerts, actions, or
playbooks to trigger when conditions match records, such as access to devices in a special
asset group.

You can upload data as CSV files with either key and value columns or key-only column. All
context tables include a Label to tag matching records into groups during parsing and filtering.

Key-value CSV -Two-field data file with a header row. This lookup lists correlations between the
two fields, such as:

Key Fieldname Value Fieldname
AC1Group Accounts Receivable
AC2Group Accounts Payable

Key-only CSV - Single-field data file with no header row. Items on this list are compared to as
being present or not during data filtering. For example, a watchlist context table, SpecialGroup,
consists of user groups of special interest:

“Accounts Receivable”
“Accounts Payable”
“Accounting Database Admin”

You can create a correlation rule that sends an alert when the monitoring data contains a user
having the group name that matches any in the Special Group table.

Label — The named tag associated with a record. This allows you to filter groups of records during
parsing or filtering. You can also use labels to assemble watchlists based on groupings rather than
by individual asset or user record.

[N NOTE
You can opt not to use labels by selecting No Label during table creation. Otherwise, labels are
associated with tables and its records. For key-value context tables, the Label is drawn from the value
field of the matching context table entry. For key-only context tables, the Label is the table attribute you
enter in the Manual Assignment ficld during table creation and is used to tag all matching records.
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NEW CONTEXT TABLE

Title*

Object Type
® Users O Assets Miscellaneous -]
Type @

Key Only

Label Assignment ©
® Nolabel
Manual Assignment

You must first create a table object to add contextual data to. Create the table with key-only or
key-value field and whether labels will used based on the needs of your organization. Use the
various methods to add content into your table depending on your data source.

To introduce context data into your environment, create a table object to contain your data and
reference it in queries and lookups.

1. Navigate to Settings > Accounts & Groups > Context Tables.
2. Atthe top right of the Ul, click the blue + to open the New Context Table dialogue box.

CONTEXT TABLES

el )
e . - ’
e ————

3. Fillin the details of the type of context table that this will be.

NEW CONTEXT TABLE

Object Type

Type ©

Fill in table attribute fields:
Name - A unique name identifying the table in queries and in the context of
your organization.

Object Type — The type gives the table additional tagging (with information on
the potential data source, such as LDAP for users or user groups).
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e Users — This object type is associated with users and user group context
tables. LDAP data sources can be used to fill its content.

e Assets — These are itemizable objects of value to your organization. These
can be devices, files, or workstations/servers.

e Miscellaneous — These are reference objects of interest, such as tags for
groups of objects within a department or network zones.

Type — Select the field structure in the table as Key Val ue orKey Only.
See Prepare Context Datafor more information. If you are creating a correlation
context table, use Key Only.

Label Assignment — Click the text source for creating the label or use no label.
See Prepare Context Datafor more information.

4. Click Save to advance to the table details Ul for the newly created context table.

Your table is ready to store data. The following sections describe ways to add data to your table.
Each method is dependent on the data source and intended use of the table.

This is the most flexible method to create custom context tables as the CSV file can contain any
category or type of data that you wish to monitor.

1. From the Settings menu, navigate to Analytics > Accounts & Groups > Context Tables, and
then click the Context Tables tab.

The list of existing context tables appears.

£ SETTINGS
(=] CONTEXT MANAGEMENT CONTEXT TABLES
Exabeam allows you to bring in custom context tables via CSV uploads or by adding objects one at a time. As an example, you can e
bring in your list of privileged users, or critical assets into Exabeam as context tables. Object Type: Users = | Q ‘ e
Name Object Type Table Type Label Value Last Config Change Connections
user_azure_display_name Users Default 09/17/2021 Manual, Azure AD
user_title Users Default 09/17/2021 Manual, All LDAP Servers
user_is_executive Users Default executive 09/17/2021 Manual
user_azure_mail Users Default 09/17/2021 Manual, Azure AD
is_competition Users Default 09/17/2021 Manual
user_phone_office Users Default 09/17/2021 Manual, All LDAP Servers

2. Click the name of the table into which you want to import the CSV file.
The set up page for the context table appears.

3. Click the Upload Table icon.
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CONTEXT TABLES

4. Click Upload CSV. From your file system, select the CSV file you wish to import, then select
Next.

(a)|[(

AN

(1)

UPLOAD CSV

ﬁ UPLOAD A CSVFILE

B Tableimport.csv

[N NOTE

Key and value (2 fields) tables require a header first row. Do not include a header for keys-only CSV
files (1 field). Table names may be alpha-numeric with no blank spaces. (Underscore is acceptable.)

5. Inspect the contents that will be added to your table. Select Apply Changes, when you are
done.

REVIEW UPLOADED ENTRIES

Once context has been integrated, it is displayed in the table. You can use the lookup tables in
rules as required.
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% SETTINGS
=] CONTEXT MANAGEMENT

CONTEXT TABLES > USERACCOUNTCONTROL_USER

DETAILS

Mame: useraccountcontrol_user
Object Type: Users

Type: Key Value

Label: Assignment From Value

7 Edit

CONNECTIONS

+ Add Connection

[N NOTE

Source

Manual

Manual

Manual

Manual

Manual

Manual

Manual

Manual

Key

test_dl

ceo

manager_a

manager_b

manager_c

swatid

revatihiwarale

Tests

Value(s)

Director

ceo

Manager A

Manager

Manager

titled1

testqa

user_new

(2)
( |; |

Created Time

2021-09-17 15:50

2021-09-17 15:50

2021-09-17 15:50

2021-09-17 15:50

2021-09-17 15:50

2021-09-17 15:50

2021-08-17 15:50

2021-09-17 15:50

The Created Time column displays the time that the CSV file was uploaded. Context values may
change over time. For example, a user's role may change within an organization, in which case the
value for the user's job title would depend on when the context was uploaded. The Created Time

field helps to explain such changes in values.

For assistance in creating custom context tables, contact Exabeam Customer Success by

opening a case at Exabeam Community.

This section details the steps required to create context tables to customize your lookups. In this

) o
EXPORT AS CSV

example, we are creating a lookup table with two fields: the user Account Cont r ol field and the

User | Dfield. This allows the event enricher to map one to the other. For example, let's say you
have a log that does not include the username, but instead included the user Account Cont r ol

field. This would map the two together. A similar use case would be badge logs: you could

create a lookup table that maps the badge ID to the actual username, assuming the badge ID is

contained in LDAP.

1. Navigate to the Settings > Analytics > Accounts & Groups > Context Tables.

2. Click the + icon to add a new table.
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£ SETTINGS

= CONTEXT MANAGEMENT CONTEXT TABLES
Exabeam allows you to bring in custom context tables via CSV uploads or by adding objects one at a time. As an example, you can L
bring in your list of privileged users, or critical assets into Exabeam as context tables. ObjectType: Users = | Q “ o
Name Object Type Table Type Label Value Last Config Change Connections
user_azure_display_name Users Default 09/17/2021 Manual, Azure AD
user_title Users Default 09/17/2021 Manual, All LDAP Servers
user_is_executive Users Default executive 09/17/2021 Manual
user_azure_mail Users Default 09/17/2021 Manual, Azure AD
is_competition Users Default 09/17/2021 Manual
user_phone_office Users Default 09/17/2021 Manual, All LDAP Servers

3. Complete the New Context Table dialog box as needed for your context table.

Example 1.

NEW CONTEXT TABLE

Name*

useraccountcontrol_user

Object Type
© Users Assets Miscellaneous @
Type ©

Key Value v

Label Assignment @

No Label

© Automatic Assignment from value

[N NOTE
If you do not want to add a label to matching records during parsing or filtering, click No Label.

4. Click Save.
The set up page for the new context table appears.

5. Click + Add Connection to connect the context table to an LDAP domain server.
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£ SETTINGS

=) CONTEXT MANAGEMENT =

CONTEXT TABLES > USERACCOUNTCONTROL_USER fﬁ" g\"} ,3:" p
DETAILS Source Key Value(s) Created T
Name: useraccountcontrol_user No entries added to this context table. Please upload CSV or add entries manually.

Object Type: Users
Type: KeyValue
Label: Assignment From Value

/ Edit

CONNECTIONS

+ Add Connection

6. Selectthe LDAP Server(s), Key, and Value to populate the context table. Optionally, filter the
attribute source with conditions by clicking ADD CONDITION.

NEW CONNECTION

LDAP Server(s)

Attribute Source

Key Value
Access Status User ID

Conditions

AADD CONDITION

|
7. Click TEST CONNECTION to view and validate the test results, and then click SAVE.
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TEST CONNECTION RESULTS

Key

Account is active
Account is active
Account is active
Account is active
Account is active
Account is active
Account is active
Account is active
Account is active
Account is active

Account is active

BACK

Value(s)
Guest

lisa492

judy
Administrator
alice
lisa514_po
riannal23
rianna
riannatest
Administrator

Guest

SAVE

Once context has been integrated, it is displayed in the table. You can use the lookup table in
rules as required.

£ SETTINGS

[=) CONTEXT MANAGEMENT

CONTEXT TABLES

CONTEXT TABLES > USERACCOUNTCONTROL_USER

DETAILS

Name: useraccountcontrol_user

EXPORT AS CSV

) Source Key Value(s) Created Time
Object Type: Users
Type: Key Value
vP y_ . . 2021-08-2903:
Label: Assignment From Value ir-auto-user2 ir-auto-user2 2
i . 2021-08-27 14:
lin lin 00
CONNECTIONS
2021-08-27 14:
Aegon Targayan aegon
00
2021-08-27 14:
plt auto plt_aute_ad
00
LDAP Server(s)
2021-08-27 14:
All LDAP Servers xudana xudanall ™
2021-08-27 14:
David david

00

[N NOTE

The Created Time column displays the time that the context was processed, as context values may
change over time. For example, a user's role may change within an organization, in which case the
value for the user's job title would depend on when the context was processed. The Created Time

field helps to explain such changes in values.

For assistance in creating custom context tables, contact Exabeam Customer Success by
opening a case at Exabeam Community
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Mask Data Within the Advanced Analytics Ul

[N NOTE
To enable or disable and configure data masking, contact your Exabeam technical representative.

[N NOTE
Data masking is not supported in Case Management or Incident Responder modules.

Data masking within the Ul ensures that personal data cannot be read, copied, modified, or
removed without authorization during processing or use. With data masking enabled, the only
user able to see a user's personal information will be users assigned to the permission "View Clear
Text Data". The default role "Data Privacy Officer" is assigned this permission out of the box. Data
masking is a configurable setting and is turned off by default.

¢ To enable data masking in the Ul, open /opt / exabeant confi g/ t equi | a/ cust ol
appl i cati on. conf,andsetdat aMaski ngEnabl ed totr ue.

If your appl i cati on. conf is empty, copy the following text and paste it into the file:

tequila {

Pl {

# d obal |y enabl e/ di sabl e data nmasking on all the PIl configured fields.
Default value is fal se.

dat aMaski ngEnabl ed = true

}
}

You're able to fully customize which PIl data is masked or shown in your deployment. The
following fields are available when configuring Pll data masking:

o Default: This is the standard list of Pll values controlled by Exabeam. If data masking is enabled,
all of these fields are encrypted.

e Custom: Encrypt additional fields beyond the default list by adding them to this custom list. The
default is empty.

e Excluded: Do not encrypt these fields. Adds that are in the default list to expose their values in
your deployment. The default is empty.

For example, if you want to mask all default fields other than "t ask nane" and also want to mask
the "addr ess" field, then you would configure the lists as shown below:

Pl {
# d obal Iy enabl e/ di sabl e data nmasking on all the PIl configured fields.
Default value is false.
dat aMaski ngEnabl ed = true
dat aMaski ngSuffix = ": M
encryptedFi el ds = {
#encrypt fields
event {
default = [
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#Event Fi el dNanme
"user",
"account",

"task_nanme"
]

cust one[ " addr ess” ]
excl uded=["t ask_nane"]

You can configure Advanced Analytics to mask specific fields when sending notable sessions
and/or anomalous rules via email, Splunk, and QRadar. This prevents exposure of sensitive data
when viewing alerts sent to external destinations.

[N NOTE
Advanced Analytics activity log data is not masked or obfuscated when sent via Syslog. It is your
responsibility to upload the data to a dedicated index which is available only to users with appropriate
privileges.

Before proceeding through the steps below, ensure your deployment has:

e Enabled data masking (instructions below)

e Configured a destination for Notable Sessions notifications sent from Advanced Analytics via
Notifications

By default, all fields in a notification are unmasked. To enable data masking for notifications, the
Enabl ed field needs to be settot r ue. Thisis located in the appl i cat i on. conf fileinthe
path/ opt / exabean confi g/ tequi | a/ cust om

Noti fi cati onRouter {
Maski ng {
Enabl ed = true
Types = []

Not abl eSessi onFi el ds
Anonal i esRul esFi el ds

,_,,_,
[ —

}

Use the Types field to add the notification destinations (Syslog, Email, QRadar, and/or Splunk).
Then, use the Not abl eSessi onFi el ds and Anonal i esRul esFi el ds to mask specific fields
included in a notification.

For example, if you want to mask the user, source host and IP, and destination host and IP for
notifications sent via syslog and Splunk, then you would configure the lists as shown below:
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Noti ficati onRouter ({

Maski ng {

Enabl ed = true
Types = [Sysl og, Spl unk]
Not abl eSessi onFields = ["user", "src_host", "src_ip",
"dest _ip"]
}
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Additional Configurations

Display a Custom Login Message

You can create and display a custom login message for your users. The message is displayed to
all users before they can proceed to login.

To display a custom login message:

1.  Onaweb browser, log in to your Exabeam web console using an account with administrator
privileges.

2. Navigate to Settings >Core >Admin Operations >Login Message.
£ SETTINGS

ALL APPS

=] IMPORT LDAP © ADMIN OPERATIONS

Quer nary LDAP server fo Perform critical administrative
cont t

operations

Generate Context Cluster Autherization Token

LDAP Server Generate Support Logs

3. Click EDIT.

LOGIN MESSAGE

Display Login Message

EDIT

4. Enter alogin message in Message Content.

[N NOTE

The message content has no character limit and must follow UTF-8 format. It supports empty lines
between text. However, it does not support special print types, links, or images.

% SETTINGS

© ADMIN OPERATIONS

(Message Content >

A common type of message is a warning message. The following example is a sample
message:
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Usage Warning

This computer system is for authorized use only. Users have no explicit or
implicit expectation of privacy.

Any or all uses of this system and all files on this system may be intercepted,
monitored, recorded, copied, audited, inspected, and disclosed to an
authorized site. By using this system, the user consents to such interception,
monitoring, recording, copying, auditing, inspection, and disclosure at the
discretion of the authorized site.

Unauthorized or improper use of this system may result in administrative
disciplinary action and civil and criminal penalties. By continuing to use
this system you indicate your awareness of and consent to these terms
and conditions of use. LOG OFF IMMEDIATELY if you do not agree to the
conditions stated in this warning.

[N NOTE
This sample warning message is intended to be used only as an example. Do not use this message
in your deployment.

5. Click SAVE.

LOGIN MESSAGE

Display Login Message

&

xplicit or implicit expectation of privacy.

6. Click the Display Login Message toggle to enable the message.

[N NOTE
You can hide your message at any time without deleting it by disabling the message content.

LOGIN MESSAGE

Display Login Message I:l
SAVE

xplicit or implicit expectation of privacy.

Your custom login message is how shared with all users before they proceed to the login screen.
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Usage Warning

This computer system is for authorized use anly. Users have no explicit or implicit expect
ation of privacy.

Anvy or all uses of this sysvem and all files on this system may be intercepted, monitored,
recorded, copied, audited, inspected, and disclosed to an authorized site. By using this s
ystem, the user consents to such interception, monitoring, recording, copying, auditing,

inspection, and disclosure at the discretion of the authorized site,

Unauthorized or improper use of this system may result in administrative disciplinary ac
tion and civil and criminal penalties. By continuing 1o use this system you indicate your

awareness of and consent to these terms and conditions of use. LOG OFF IMMEDIATELY if
you do not agree to the conditions stated in this warming,

PROCEED TO LOGIN

Reprocess Jobs

Two types of reprocessing are available in Advanced Analytics. You can reparse raw logs in order
to generate new events, or you can run the analytics engine to reprocess the log feeds,

To access any of the Exabeam reprocessing options, navigate to the Exabeam Engine page in
Advanced Analytics:

1. From the left sidebar, click SETTINGS %, then select Analytics.
Under Admin Operations, select Exabeam Engine.

Procedures for reprocessing vary depending on which type of reprocessing you want to
start. See the appropriate sections below for more information.

Use this option when you want to re-ingest raw log data to parse new events. The procedure for
re-parsing log data varies depending on which version of Advanced Analytics you are using. For
more information, see the appropriate section below.

i63 and Later

In this Advanced Analytics version, you can use the UIP Log Reprocessing option located in the
Exabeam Unified Log Ingestion Engine panel. When you click this option, you are redirected to
the cloud-based Log Stream functionality. Log Stream provides visibility into the unified ingestion
pipeline with the following tabs:

e Re-parsing Jobs — You can opt to re-parse logs by scheduling a re-parsing job.

¢ Live Tail — View samples of incoming data in real time to ensure proper processing.
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i60 to i62

In this Advanced Analytics version, you can use the Ingest Log Feeds option located in the
Exabeam Log Ingestion Engine panel. When you click this option, the LIME engine is restarted so
thatitingests logs from log feeds that are defined in the Advanced Analytics Log Feeds settings.

To restart the LIME engine:

1.
2.

Click Ingest Log Feeds, and select specific log feeds for restart.

Select a restart option from the following settings:
¢ Restart the engine — The engine continues processing from where it left off.

o Restart from the initial training period — The engine continues processing from the initial
training period.

¢ Restart from a date — The engine continues processing from a specified date.

Click Ingest feeds to start the engine.

Reprocess analytics engine jobs when you have made changes that you want to see reflected in
events and timelines.

1.

In the Exabeam Analytics Engine panel, click Restart Processing and select a restart option
from the following settings:

e Restart the engine — The engine continues processing from where it left off.

o Restart from the initial training period — The engine continues processing from the initial
training period.

¢ Restart from a date — The engine chooses the nearest snapshot available for the specified
date and reprocesses from this date.

Click Process to start the engine. The system validates any changes and checks for errors. If
errors are identified, they are listed and the engine does not start processing. If no errors are
identified, the engine starts.

To view the status of these reprocessed analytics engine jobs, click the Reprocessing Jobs tab
in the status table at the bottom of the Exabeam Engine page. As shown in the image below,

this tab shows the status of each reprocessed job, such as completed, in-progress, pending, and
canceled.
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Asset Groups Reprocessing Jobs (& REFRESH STATUS

Accounts & Groups Status = Creator = Created Started Ended Duration
Peer Groups
> In Progress: 81% complete Mi Jul9th 2018, 14:32:17 Juloth 2018, 14:32:57 47m 18s
Executives
Sarvios Accolnts > Pending Mi Jul9th 2018, 15:49:28
> Pending Mi Jul9th 2018, 16:17:16
Exabeam User Management
Roles > Pending M Jul5th 2018, 16:48:49
Users
> Canceled Mi Jul7th 2018, 13:49:16 Jul 7th 2018, 13:50:27 Jul 7th 2018, 18:20:57 4h 30m 30s
LDAP Authentication
> Complete Mi Jul3rd 2018, 13:23:16 Jul3rd 2018, 13:24:06 Jul 3rd 2018, 17:53:46 4h 30m 31s
Admin Operations
Exabeam Engine >  Complete M; Jul3rd2018,16:03:16  Jul3rd 2018,17:53:47  Jul 3rd 2018, 23:53:47 6h 0m

To cancel a reprocessing job for any reason, select the job in the Reprocessing Jobs table and
then click Cancel Job.

You can configure email and Syslog notifications for certain job reprocessing status changes,
including start, end, and failure. For information about configuring these notifications, see
Notifications. You'll find the job status check boxes listed under Notifications by Product
>Advanced Analytics.

User Engagement Analytics Policy

Exabeam uses user engagement analytics to provide in-app walkthroughs and anonymously
analyze user behavior, such as page views and clicks in the Ul. This data informs user research
and improves the overall user experience of the Exabeam Security Management Platform (SMP).
Our user engagement analytics sends usage data from the web browser of the user to a cloud-
based service called Pendo.

There are three types of data that our user engagement analytics receives from the web browser
of the user. This data is sent to a cloud-based service called Pendo:

e Metadata — User and account information that is explicitly provided when a user logs in to the
Exabeam SMP, such as:

e User ID or user email
e Accountname
e [P address
e Browser name and version
e Page Load Data - Information on pages as users navigate to various parts of the Exabeam SMP,
such as root paths of URLs and page titles.

e Ul Interactions Data — Information on how users interact with the Exabeam SMP, such as:
e Clicking the Search button

e Clicking inside a text box
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e Tabbing into a text box
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Create and modify rules in Advanced Analytics settings.

From the lower-left side of the page, click SETTINGS :* > Analytics, and then navigate to Admin
Operations > Exabeam Rules.

From Exabeam Rules settings:

e View all rules configured in your system.

e Edit an existing rule.

e Revert to default settings and remove all changes you previously made.

e Create afact-based rule.

e Clone and make a copy of arule.

e Disable arule so it doesn't trigger or enable a rule you previously disabled.

e Reload all rules. You reload rules to apply changes when you create a new rule or modify an
existing rule.

What Is an Exabeam Rule?
So what exactly is a rule anyway? There are two types of Exabeam rules:

e Model-based

e Fact-based

Model-based rules rely on a model to determine if the rule should be applied to an eventin a
session, while fact based rules do not.

For example, a Fireye malware alert is fact based and does not require a model in order to be
triggered. On the other hand, a rule such as an abnormal volume of data moved to USBis a
Model-based rule.

Model-based rules rely on the information modeled in a histogram to determine anomalous
activities. A rule is triggered if an event is concluded to be anomalous, and points are allocated
towards the user session in which the event occurred. Each individual rule determines the
criticality of the event and allocates the relevant number of points to the session associated with
that event.

Taken together, the sum of scores from the applied rules is the score for the session. An example
of a high-scoring event is the first login to a critical system by a specific user — which allocates a
score of 40 to a user's session. Confidence in the model must be above a certain percentage for
the information to be used by a rule. This percentage is set in each rule, though most use 80%.
When there is enough reliable information for the confidence to be 80% or higher, this is called
convergence. If convergence is not reached, the rule cannot be triggered for the event.

/., exabeam Exabeam Advanced Analytics Administration Guide 100



Configure Rules

How Exabeam Models Work

Since anomaly-based rules depend on models, it is helpful to have a basic understanding of how
Exabeam's models work.

Our anomaly detection relies on statistical profiling of network entity behavior. Our statistical
profiling is not only about user-level data. In fact, Exabeam profiles a//network entities, including
hosts and machines, and this extends to applications or processes, as data permits. The statistical
profiling is histogram frequency based. To perform the histogram-based profiling, which requires
discrete input, we incorporate a variety of methods to transform and to condition the data.
Probability distributions are modeled using histograms, which are graphical representations of
data. There are three different model types — categorical, numerical clustered, and numerical
time-of-week.

Categorical is the most common. It models a string with significance: number, host name,
username, etc. Where numbers fall into specific categories which cannot be quantified. When
you model which host a user logs into, it is a categorical model.

Numerical Clustered involves numbers that have meaning — it builds clusters around a user's
common activities so you can easily see when the user deviates from this norm. For example, you
can model how many hosts a user normally accesses in a session.

Numerical Time-of-Week models when users log into their machines in a 24-hour period. It
models time as a cycle so that the beginning and end of the period are close together, rather than
far apart. For example, if a user logs into a machine Sunday at 11:00 pm, it is closely modeled to
Monday at 12:00am.

Model Aging

Over time, models built in your deployment naturally become outdated. For example, if an
employee moves to a different department or accepts a promotion and they do not adhere to
the same routines, access points, or other historical regularities.

We automatically clean up and rebuild all models on a regular basis (default is every 16 weeks)
to ensure your models are as accurate and up-to-date as possible. This process also enhances
system performance by cleaning out unused or underutilized models.

Rule Naming Convention

Exabeam has an internal Rule ID naming convention that is outlined below. This system is used
for Exabeam created rules and models only. When a rule is created or cloned by a customer,
the system will automatically create a Rule ID for the new rule that consists of cust oner -

cr eat ed, followed by a random hash. For example, a new rule could be called, cust oner -
creat ed- 4Ef 3DDYQsQ {.

The Exabeam convention for model and rule names is: ET-SF-A/F-Z
ET: The event types that the model or rule addresses. For example,

e RA =remote-access
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e NKL = NTLM/Kerberos-logon

e RL =remote-logon
SF: Scope and Feature of the model. For example,

e HU = Scope=Host, Feature=User

e OZ = Scope=0rganization, Feature=Zone
A/F: For rules only

e A = Abnormal
e F = First

Z : Additional Information (Optional). For example,

e DC: Domain Controller models/rules
e CS: Critical Systems

View Rules in Advanced Analytics
View all rules configured in your system in Advanced Analytics settings.

From the bottom-left side of the page, click SETTINGS 7 > Analytics, and then navigate to
Admin Operations > Exabeam Rules

View all rules configured in your system based on your license. To find specific rules, filter all rules
or search for the rule.

At a glance, view:

e Name - The rule name and rule ID, the use case and scenario the rule detects, and the rule
category the rule falls under.

e Trigger — How often the rule triggers during user sessions.

e Updated - The date and time the rule was updated and by whom.

e Risk Score — The risk score assigned to a session when the rule triggers.

e Status — Whether the rule is enabled or disabled.

e Published — Whether the rule is a DRAFT and has been edited but not reloaded, or PUBLISHED
and all changes are reloaded.

Filter Rules

In Advanced Analytics settings, filter all rules configured in your system to quickly find a specific
rules that fit certain criteria.

To view the existing rules in Advanced Analytics, click SETTINGS - > Analytics, and then
navigate to Admin Operations > Exabeam Rules.

To find a specific rule, filter all rules by:
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e Use Cases — The use case or scenario the rule detects.
¢ Rule Category — The category the rule falls under.

e Created By — Who created the rule.

e Updated By — Who edited the rule.

e Status — Whether the rule is enabled or disabled.

e Published — Whether the rule is a Draft and has been edited but not reloaded, or Published and
all changes are reloaded.

o Trigger Frequency — Whether the rule was ever triggered.

Disable or Enable a Rule
Disable arule so it doesn't trigger or enable a rule you previously disabled in Advanced Analytics
settings.

1. From the bottom-left side of the page, click SETTINGS ‘¢ > Analytics, and then navigate to
Admin Operations > Exabeam Rules

2. Disable or enable anindividual rule or multiple rules:
e Todisable or enable an individual rule, click the rule's Status toggle. To disable the rule,
toggle the Status toggle off. To enable the rule, toggle the Status toggle on.

e Todisable or enable multiple rules, select the checkbox for the rules, then select Enable
or Disable.

Create a Fact-Based Rule
Create a fact-based rule in Advanced Analytics settings.

1.  From the lower-left side of the page, click SETTINGS - > Analytics, and then navigate to
Admin Operations > Exabeam Rules.

Click Create Rule.

3. Enter specific information:

e Use Case & Scenario — Click SELECT SCENARIOS, then select the use cases and
scenarios the rule best detects.

¢ Rule Category — From the list, select which category the rule falls under.

¢ Name — Name the rule. When the rule triggers, the name is displayed in Advanced
Analytics. It's best to be descriptive and indicate the nature of the risky behavior; for
example, Data Exfiltration by a Flight Risk User.

e Description — Describe the rule and provide additional details that may help your team
investigate. To help your team better interpret what happens during a user session,
describe why you created the rule and what it detects.

e What type of events should the rule evaluate? — Select the type of events the rule
evaluates. For example, if the rule detects user logins, select all event types that reflect
those login events.
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e Risk Score - Enter the risk score added to the session when the rule triggers.

4. Create a Boolean expression the Analytics Engine uses to determine if the rule triggers. Your
rule triggers only if the expression is true.

a. Under RULE EXPRESSION, click CREATE EXPRESSION.
b. Under Select Field, select the event field the Boolean expression evaluates.

c. Under Select Property, select the property of the event field the Boolean expression
evaluates. This differs based on event field.

d. Under Select Function, select an operator.

e. Under Select Category, select whether you're evaluating the event field property
against another Field or a Value.

f.  If you selected Field, under Select Field, select the event field the rule evaluates the first
event field against. Under Select Property, select the property of the event field.

g. Ifyou selected Value, in Enter Value, enter a string value.
h. To add additional conditions, select a boolean operator: AND or OR.

i. Tosave the boolean expression, click DONE.

5. (Optional) Define what other rules must or must not trigger for your rule to trigger:
a. Under DEPENDENCY, click CREATE DEPENDENCY.

© IMPORTANT
Default rules, including both model- and fact-based rules, may be deprecated and
consequently disabled in future software updates. If you create a custom rule that includes

a dependency on a default rule that becomes deprecated, your rule will be automatically
disabled.

This also applies to dependencies on custom rules. If you create a rule that includes
a dependency on a custom rule that becomes disabled, your rule will be automatically
disabled.

b. To define arule that must not trigger for your to rule trigger, toggle NOT to the right B
To define arule that must trigger for your rule to trigger, toggle NOT to the left .

c. Under Search for other rules., start typing, then select a rule from the list.
To add additional rules, select a boolean operator: AND or OR.
e. To save the dependency expression, click DONE.
6. Under How many times should the rule be triggered?, select how frequently the rule
triggers: Once per session, Always, or Once per value.

7. Savetherule:

¢ To save your progress without applying the changes, click SAVE. Your system validates the
rule logic.
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e To save the rule and apply the changes, click SAVE & RELOAD ALL. Your system validates
the rule logic and reloads all rules.

Example 2. An Example of Creating a Fact Based Rule

You're creating a fact based rule that adds 15 to a user session's risk score every time a user your
Human Resources team considers a flight risk starts a session. You have a context file titled Flight
Risk containing the IDs of those users.

1. Enter specific information:

e Use Case & Scenario — Click SELECT SCENARIOS, navigate to Malicious Insiders >
Abnormal Authentication & Access, then select Abnormal User Activity.

¢ Rule Category — Select Asset Logon and Access
e Name - Enter Flight Risks.
e Description — Enter Users that HR considers flight risks.

o What type of events should the rule evaluate? — Select remote-access, remote-logon,
local-logon, kerberos-logon, ntim-logon, account-switch, app-logon, app-activity, and
privileged-object-access.

e Risk Score — Enter 75.

2. Create a boolean expression:
a. Under Select Field, select User.

o

Under Select Property, select User Label.

Under Select Function, select Equals.

a o

Under Select Category, select Value.
e. In Enter Value, enter Flight Risk. This is the label in the Flight context table.
f. Click DONE.

3. Under How many times should the rule be triggered?, select Always.
4. Click SAVE & RELOAD.

Edit a Rule

Edit a rule using the Advanced Editor or Simple Editor in Advanced Analytics settings.

To edit any default rule or a default rule you cloned, you must use the Advanced Editor. The
Advanced Editor is a JSON-style editor that displays the rule's back-end code as it exists in the
configuration filer ul es. conf.

To edit a fact-based rule you created, you can use the Advanced Editor or the same interface you

used to create the rule, also known as the Simple Editor. If you use the Advanced Editor to edit a
fact-based rule, you can't edit the rule using the Simple Editor.
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Use the Advanced Editor to edit any rule. Keep in mind that if you use the Advanced Editor to edit
a fact-based rule, you can't edit the rule using the Simple Editor.

You should use the Advanced Editor only if you're familiar with creating or tweaking a machine
learning rule and understand the syntax language for expressing a rule. Changing rules can
significantly affect the Analytics Engine. If you have questions, contact Exabeam Customer
Success on the Exabeam Community.

1. From the bottom-left side of the page, click SETTINGS “:* > Analytics, and then navigate to
Admin Operations > Exabeam Rules

2. Forthe rule you're editing, click the More - menu, then select Advanced Editor.

3. Editthe rule attributes. The only attribute you can't change in the Advanced Editor is the rule
ID.

© IMPORTANT
Default rules, including both model- and fact-based rules, may be deprecated and consequently
disabled in future software updates. If you edit a rule to include a dependency on a default rule that
later becomes deprecated, the edited rule will be automatically disabled.

This also applies to dependencies on custom rules. If you edit a rule to include a dependency on a
custom rule that becomes disabled, the edited rule will be automatically disabled.

4, Savetherule:

e To save your progress without applying the changes, click SAVE. Your system validates the
rule logic.

e To save the rule and apply the changes, click SAVE & RELOAD ALL. Your system validates
the rule logic and reloads all rules.

Use the Simple Editor to edit a fact-based rule you created.
1.  From the bottom-left side of the page, click SETTINGS ' > Analytics, and then navigate to
Admin Operations > Exabeam Rules

2. Forthe fact-based rule you're editing, click the More - menu, then select Simple Editor.

3. Editthe rule details.
© [IMPORTANT
Default rules, including both model- and fact-based rules, may be deprecated and consequently

disabled in future software updates. If you edit a rule to include a dependency on a default rule that
later becomes deprecated, the edited rule will be automatically disabled.

This also applies to dependencies on custom rules. If you edit a rule to include a dependency on a
custom rule that becomes disabled, the edited rule will be automatically disabled.
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4. Savetherule:

¢ To save your progress without applying the changes, click SAVE. Your system validates the
rule logic.

¢ To save the rule and apply the changes, click SAVE & RELOAD ALL. Your system validates
the rule logic and reloads all rules.

Clone a Rule
Copy arule, save it under a new name, and edit the new rule in Advanced Analytics settings.

1.  From the bottom-left side of the page, click SETTINGS * > Analytics, and then navigate to
Admin Operations > Exabeam Rules

2. Fortherule you're cloning, click the More - menu, then select Clone.

3. Name the rule, then click CLONE. The rule appears in the list of rules, and its Published status
is Draft.

4. To change the rule logic, edit the rule. Keep in mind that to apply any changes, you must
reload rules.

Reprocess a Rule
Reload all rules to publish changes or reprocess old data.

© IMPORTANT
When you create a new rule or edit an existing rule, you must reprocess rules to apply changes.

Apply changes starting from the present or retroactively to old data. Advanced Analytics
reprocesses old data while actively processing and analyzing new events in real time.

1. From the bottom-left side of the page, click SETTINGS ‘¢ > Analytics, and then navigate to
Admin Operations > Exabeam Rules

2. Click PUBLISH ALL RULES.

3. Tothe changesin the rules reflected in old data, click Reprocess historic data. \When you
reprocess old data, the data can train models that trigger new rules that weren't on your
system at the time. It takes longer for your system to reprocess old data.

4. Click Apply Changes.

5. Toview the status of the job, navigate to Admin Operations > Exabeam Engine > Reprocess
Jobs. When reprocessing is successful, the rule's Published status is PUBLISHED.

Revert Out-of-the-Box Rules
Revert out-of-the-box rules you edited to its default configuration in Advanced Analytics settings.

You can only revert out-of-the-box rules you edited. You can't revert custom rules you created.
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1. From the bottom-left side of the page, click SETTINGS ' > Analytics, and then navigate to
Admin Operations > Exabeam Rules

For the rule you're reverting, click the More * menu, select Revert to Default, then click OK.

To publish this change, reprocess all rules.
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Exabeam Threat Intelligence Service

The Exabeam Threat Intelligence Service delivers up-to-date threat indicators, on a daily basis,
to Advanced Analytics deployments. Threat indicator data is stored in context tables that are
associated with each feed. These threat indicators provide enhanced data based on curated
threat intelligence.

The table below lists the categories of threat indicators provided by each threat intelligence feed
and the rules that leverage each feed. For detailed tables mapping use cases and rules for each
corresponding context table, see the Exabeam Community article: TIS-populated Context Tables
Mapped to Rules.

[N NOTE
All of the threat intelligence feeds, except the TOR network category, provide curated threat intelligence
from ZeroFox. The TOR network feed is an open source data feed.

loC Category Rules

Ransomeware IP e Auth-Ransomware-Shost

IP addresses associated with ransomware attacks * Auth-Ransomware-Shost-Failed
o A-NET-Ransomware-IP
o A-NETF-Ransomware-IP

e \WEB-UI-Ransomware

Threat IP

IP addresses associated with ransomware or malware
attacks

VPNO2
Auth-Blacklist-Shost
Auth-Blacklist-Shost-Failed
EPA-PI-Threatlp
A-NET-TI-IP-Outbound
A-NETF-TI-IP-Outbound
A-NET-TI-IP-Inbound
A-WEB-Reputation-IP
EPA-PI-Threatlp
WEB-UI-Reputation

Reputation Domain

Domain names and URLs associated with sites that often
contain malware, drive-by compromises, and more

WEB-UD-Reputation
A-WEB-Reputation-Domain
A-NET-TI-H-Outbound
A-NETF-TI-H-Outbound
A-NET-TI-H-Inbound
A-DNS-MALDOM-QUERY
A-DNS-MALDOM-RESPONSE

Web Phishing

Domain names associated with phishing or ransomware

WEB-UD-Phishing
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loC Category

Rules

TORIP

IP addresses associated with the TOR network

e Auth-Tor-Shost-Failed

Auth-Tor-Shost
EPA-PI-Torlp
WEB-UI-Tor
A-NET-TOR-Outbound
A-NETF-TOR-Outbound
A-NET-TOR-Inbound

Cloud-delivered deployments of Advanced Analytics and Data Lake connect to the Threat

Intelligence Service (TIS) through an Exabeam Data Service (EDS) cloud connector, as shown in
the image below. The cloud connector service provides authentication and establishes a secure
connection to the Threat Intelligence Service. The cloud connector service collects updated
threat indicators from the Threat Intelligence Service and makes them available within Advanced
Analytics and Data Lake on a daily basis.

— Exabeam TIS Architecture

Threat
Intelligence
Source

Threat
Intelligence
Source

Threat
Intelligence
Source

Threat
Intelligence
Source

Threat
Intelligence
Source

AA /DL

EDS Cloud Connector

The Threat Intelligence Service does not require a separate license. It is bundled with Advanced
Analytics deployments. Additional installation is not required.

For on-premise deployments of Advanced Analytics and Data Lake, threat indicators are
downloaded directly from the Threat Intelligence Service on a daily basis.

For more information about the Threat Intelligence Service, contact your technical account
manager.
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Threat Intelligence Service Prerequisites
Before configuring Threat Intelligence Service, ensure your deployment meets the following

prerequisites:

e Atleast 5 Mbps Internet connection

e Access to https://*.exabeam.cloud over HTTPS port 443

e Access to https://*.cloud.exabeam.com over HTTPS port 443

e DNS resolution for Internet hostnames (this will only be used to resolve to https://
*.cloud.exabeam.com and https://*.exabeam.cloud).

[N NOTE
Ensure dynamic access is enabled as the IP address may change. Also, for this reason, firewall rules for
static IP and port addresses are not supported.

View Threat Intelligence Feeds

To view threat intelligence feeds in Advanced Analytics, open the Settings page. Navigate to the
Cloud Config tile and select Threat Intelligence Feeds.

@ CLOUD CONFIG

loua conmg

s

ration

elligence Feeds

The Threat Intelligence Feeds page displays a list of the feeds provided by the cloud-based
Exabeam Threat Intelligence service. The list includes the following information about each feed:
e Type: The type of feed (for example, domain list, IP list, etc.)

e Name: The name of the feed (given by the cloud-based service)

e Description: A short description of the feed

e Context Tables: The context tables associated with the feed
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e Status: Indicates the availability of the feed in the cloud-based service

e Updated: The date and time the feed was last updated from the cloud service

£ SETTINGS

& CLOUD CONFIG

5 Threat Intelligence Feeds

Type Name
> Domain Reputation Domains
> P TORIPs
> Domain Phishing Domains
> P Ransomware IPs
> P Malicious IPs

To view additional detailed information about a specific feed, click the arrow to the left of the
feed. An additional view expands with more information, including ID, Source URL, Indicator in
Context Tables, Retrieved from Source, and Feed Indicator Sample.

Description Context Table(s)

List of reputation domains reputation_domains

Alistof TOR IPs is_tor_ip

A list of Phishing Domains web_phishing

Alist of Ransomware [Ps is_ransomware_ip

A list of Malicious IPs. is_ip_threat

THREAT INTELLIGENCE FEEDS

Status Updated

[ ] 2018-02-26 22:46:26
[ ] 2018-02-26 22:46:26
[ ] 2018-02-26 22:46:26
[ ] 2018-02-28 22:46:26
[ 2019-02-26 22:46:26

D
web_phishing

Source URL
[ti/feeds/web_phishing

Indicator in Context Tables
0

Retrieved from Source
2022-03-21 11:25:00

| ® Domain Phishing Domains A list of Phishing Domains web_phishing ® 2022-03-21 11:25:00
Description Feed Indicator Sample Context Table(s)
Alistof Phishing Domains web_phishing

For information about context tables and how they are related to threat intelligence feeds, see

Threat Intelligence Context Tables.

Threat Intelligence Context Tables

Data provided by threat intelligence feeds is stored in context tables associated with each feed.
By default, feeds are initially associated with existing context tables. As a result, when your
Advanced Analytics deployment is connected to the Threat Intelligence Service, it immediately

begins collecting threat intelligence data.

In Advanced Analytics, the data in context tables can be leveraged by creating rules that match
log events to indicators stored in a threat intelligence context table. If the RuleExpression logic

finds a match, an event can be identified as malicious without further analysis.

In Data Lake, the data in context tables can help to enrich log event data.
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For more information about working with context tables, see the following:

¢ View Threat Intelligence Context Tables
e Assign a Threat Intelligence Feed to a New Context Table

e Create a New Context Table for a Threat Intelligence Feed

[N NOTE
To view a sample list of Threat Intelligence Service indicator sources see the Exabeam Community.

View Threat Intelligence Context Tables

To view the current context tables provided by the Threat Intelligence Service, log into
your instance of Advanced Analytics and open the Settings page. Navigate to the Context
Management tile and select Context Tables.

(=] CONTEXT MANAGEMENT

information to the Exabeam SIP
platform

The Context Tables page displays a list of all the context tables currently provided by the
Exabeam Threat Intelligence service. To locate a specific context table, scroll through the list or

use the search feature .
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[=I CONTEXT MANAGEMENT CONTEXT TABLES
Exabeam allows you to bring in custom context tables via CSV uploads or by adding objects one at a time. As an example, you can T
bring inyour list of privileged users, or critical assets into Exabeam as context tables. Object Type: All = ( Q ) °
AN A

Name Object Type Table Type Label Value Last Config Change Connections

unix_user_id Miscellaneous Default 03/03/2022 Manual

web_malicious_categories Miscellaneous Default 03/03/2022 Manual

user_fullname Users Default 03/03/2022 Manual, Azure AD, All LDAP Servers

is_tor_proxy Exabeam Threat Intel TIS 03/03/2022 Manual, Exabeam Threat Intel service

To view information about keys and values associated with a specific context table, click the table
name. A new expanded view of the table is displayed.

CONTEXT TABLES > WINDOWS_SERVICE_TYPE f'/-o;\'] 7 ; \ o
DETAILS ‘ EXPORT AS CSV
Name: windows_service_type G Key Value(s)

Object Type: Miscellaneous
Type: KeyValue

Kernel Driver - A kernel device dri
Label: None

Manual 0X1 ver such as a hard disk or other |
ow-level hardware device driver

File System Driver - A file system
CONNECTIONS © oy e
Manual 0x2 driver, which is also a Kernel devi

ce driver

Recognizer Driver - A file system
driver used during startup to det
ermine the file systems present o
n the system

Manual 0xe

Assign a Threat Intelligence Feed to a New Context Table

Some threat intelligence feeds are pre-assigned to specific context tables. However, you can
easily add, remove, or change feed assignments. You can configure feed assignments in one of
two ways, individually or in bulk.

[N NOTE
You cannot unassign default context table mappings.

To change the assignment of a single threat intelligence feed to one or more context tables:
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1. Navigate to the Threat Intelligence Feeds page, as described in View Threat Intelligence
Feeds.

2. Find the feed whose context table assignments you want to change and, in the Status column,
click edit < . A list of the available context tables opens.

Assign Context Table(s) Q,

activity_code L0
azure_id_user_type
badgeid_user
email_user
employee_number_user
fullname_user
is_ad_user
is_competition

+ Add Context Table

APPLY

3. Use the check boxes on the left of each context table to assign or unassign the threat
intelligence feed. A single feed can be assigned or unassigned to multiple context tables.

4. To view the existing threat indicators in a specific context table, click view @». A new window
opens and displays a list of keys and values for the indicators included in the context table.
Click OK to close the window.

5. When you've finished assigning or unassigning the feed to specific context tables, click Apply
to save the updated assignments.

To change the assignment of multiple threat intelligence feeds to one or more context tables:

1. Navigate to the Threat Intelligence Feeds page, as described in View Threat Intelligence
Feeds.

2. Use the check boxes on the left of each feed to select multiple feeds whose assignment you
want to change.
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2 of 12 Threat Intelligence Feeds

Type Name Description
> Domain TOR Proxy Alist of TOR Proxy
> Domain Dynamic DNS Domains Alist of Dynamic DNS Domains
> Domain Reputation Domains List of reputation domains

3. Atthe top of the feeds list, click Assign or Unassign, depending on what changes you want to

make.

e Assign: A list of the available context tables opens in a new window. Use the check boxes
on the left to select context tables. To see the indicators included in each table, click view

€. When you've completed your table selections, click Assign. All of the specified feeds

will be assigned to the selected context tables.

¢ Unassign: All of the specified feeds will be unassigned from their context tables.

Create a New Context Table from a Threat Intelligence Feed

New context tables can be created from specific threat intelligence feeds. You can create new
context tables in one of two ways, from an individual feed or from multiple feeds in bulk.

To create a new context table from a single threat intelligence feed:

1. Navigate to the Threat Intelligence Feeds page, as described in View Threat Intelligence

Feeds.

2. Find the feed from which you want to create a new content table and, in the Status column,

click edit 7 . A list of the existing context tables opens.

3. Atthe bottom of the list, select the Add Context Table option. A set of options for creating a

new context table is displayed.
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{ Create New Context Table

Title *

Enter the title

Object Type:

(® users

Assets
Miscellaneous

Type

Key Value v

4. Enter the Title, Object Type, and Type information to define the new context table.

5. Click Add to save the new context table.

To create a new context table from a bulk selection of threat intelligence feeds:
1. Navigate to the Threat Intelligence Feeds page, as described in View Threat Intelligence
Feeds.

2. Use the check boxes on the left of each feed to select multiple feeds from which you want to
create a new context table.

3. Atthe top of the feeds list, click Assign. A list of the existing context tables opens.

Unassign 2 of 12 Threat Intelligence Feeds
Type Name Description
> Domain TOR Proxy Alist of TOR Proxy
> Domain Dynamic DNS Domains Alist of Dynamic DNS Domains
> Domain Reputation Domains List of reputation domains
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4. Atthe bottom of the list, select the Add Context Table option. A set of options for creating a

new context table is displayed.

CREATE NEW CONTEXT TABLE

into Exabeam as context tables,

Title *

Enter the titl

Object Type:

@ Users

Assets

Miscellaneous

Type

Exabeam allows you to bring in custom context tables via CSV uploads or by adding objects

one at a time. As an example, you can bring in your list of privileged users, or critical assets

5. Enter the Title, Object Type, and Type information to define the new context table.

6. Click Add to save the new context table.

Check ExaCloud Connector Service Health Status
To view the current status of the ExaCloud connector service:

1. Loginto your instance of the Ul.

2. Click the top-right menu icon and select System Health.

a & a()

i Data Insights

Q1 System Health

Documentation

3. Select the Health Checks tab.
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4. Click Run Checks.

5. Expand the Service Availability section, and then review the ExaCloud connection service
availability icon.

v Service availability ®
Exabeam platform services [}
SSL certificate expires soon [ ]
SSL certitificate has expired [}
Exabeam license expires soon [}
Exabeam license expired [}
SkyFormation service [}

ExaCloud connection service @

The service availability icon shows the current health of the Cloud Connector service thatis
deployed on your Exabeam product.

° — The cloud connector service is healthy and running on your on-prem deployment.

[N NOTE

The green icon does not specifically indicate the cloud connector is connecting to the cloud and
pulling Threat Intelligence Service data. It only indicates the cloud connector service is up and
running.

° m — The cloud connector service has failed. Please contact Exabeam Customer Success by
opening a case from Community.Exabeam.com.
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Exabeam Cloud Telemetry Service

The Exabeam telemetry service collects and transmits valuable quality and health metrics to
Exabeam Cloud. The transmitted data, which includes system events, metrics, and environment
health data, provides insights into system issues and application availability. Examples of system
issues include processing downtime such as processing delays and storage issues.

See also Monitoring in the the Exabeam Security Operations Platform Administration Guide.
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Manage Security Content in Advanced Analytics

Install, get updates on, uninstall, and upload content packages in Advanced Analytics settings.

Manage all your content packages directly in Advanced Analytics settings, under Admin
Operations > Additional Settings > Content Updates, where you retrieve the latest available
content packages from the cloud in real time, including both general Exabeam releases and
custom fixes you request.

In these settings, a content package that includes custom fixes you requested is called a custom
package. A content package from a general Exabeam release is called a default package. It's
important that you update your content with each release because the release may contain new
parsers and event builders, support new log sources and vendors, or include other additions and
fixes that keep your system running smoothly.

If you have an environment that can access the internet, you can pull the latest content packages
manually or automatically, select a specific content packages to install, or even schedule content
packages to automatically install on a daily or weekly basis, all from the cloud.

If you have an environment that can't access the internet, you can't connect to the cloud. You
must view and download the latest content packages from the Exabeam Community, then upload
them.

You can only install and upload content packages that contain event builders or parsers.

Manually Install a Content Package
Install a new content package directly from Advanced Analytics settings onto your system.

Select a content package to install from a list of the latest, available content packages. If your
environment can't access the internet, you can't install content packages from the cloud. Instead,
download the content package from the Exabeam Community or your case ticket, then manually
upload it.

A content package from a general Exabeam release is called a default package. It's important that
you update your content with each release because the release may contain new parsers and
event builders, support new log sources and vendors, or include other additions and fixes that
keep your system running smoothly. You can upload multiple default content packages, but only
install one default package at a time.

A content package that includes custom fixes you requested is called a custom package. You can
upload and install any number of custom packages.

You can only install custom content packages that contain event builders or parsers.

1. Inthe sidebar, click SETTINGS %, then select Core.
2. Under ADMIN OPERATIONS, select Content Updates.
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3. Toinstall a default content package, click the DEFAULT PACKAGES tab. To install a custom
content package, click the CUSTOM PACKAGES tab.

4. Click INSTALL.
If the package is a default content package and a newer version of one you previously
installed, this newer version replaces the older version. You can no longer view or install the
older version.
If the package is a custom content package and a newer version of one you already installed,
ensure that you uninstall the older version.

Automatically Install Content Packages

Schedule Advanced Analytics to automatically check for and install new content packages on a
daily or weekly basis.

If you have an environment that can't access the internet, you can'tinstall content packages from
the cloud. Instead, download a content package from the Exabeam Community or your case note,
then manually upload it.

Only content packages that contain event builders or parsers are available.

—

In the sidebar, click SETTINGS %, then select Core.
Under ADMIN OPERATIONS, select Content Updates.
Click Install Schedule, then toggle Auto Install on.

A oD

After Install package, select the day of the week when Advanced Analytics downloads new
content.

After at, select the time when Advanced Analytics downloads new content.

Click SAVE. If newer versions of custom content packages were installed, ensure that you
uninstall the older version.

Manually Check for New Content Packages

Manually fetch the latest available content packages. You can also set Advanced Analytics to
automatically check for new packages every 30 minutes.

If you have an environment that can't access the internet, you can't connect to the cloud to view
the latest, available content packages. Instead, check the Exabeam Community for the latest
content packages. If you manually refresh the list, Advanced Analytics says you have no new
packages.

Only content packages that contain event builders or parsers are available.

1. Inthe sidebar, click SETTINGS %, then select Core.
2. Under ADMIN OPERATIONS, select Content Updates.

3. Click refresh @. Advanced Analytics checks for new default and custom content packages
and updates both lists.
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Automatically Check for New Content Packages

Set Advanced Analytics to automatically check for new content packages and fetch them every
30 minutes.

This setting automatically checks for new content packages but doesn't install them. To
automatically install them, you must schedule it separately.

If you have an environment that can't access the internet, you can't connect to the cloud to view
the latest, available content packages. Instead, check the Exabeam Community for the latest
content packages.

Only content packages that contain event builders or parsers are available.

1. Inthe sidebar, click SETTINGS 7, then select Core.
Under ADMIN OPERATIONS, select Content Updates.

Click Last Update Checked, toggle Auto Updates on, then click SAVE. Advanced Analytics
checks for new content packages every 30 minutes and updates the list.

Upload a Content Package

If you have an environment that can't access the internet, download new content from the
Exabeam Community or your case ticket, then upload it directly in Advanced Analytics settings.

If you can access the internet in your environment, you see a list of the latest available content
packages in the cloud. Directly install a content package from this list instead of uploading
packages to Advanced Analytics.

A content package from a general Exabeam release is called a default package. It's important that
you update your content with each release because the release may contain new parsers and
event builders, support new log sources and vendors, or include other additions and fixes that
keep your system running smoothly. You can upload multiple default content packages, but only
install one default package at a time.

A content package that includes custom fixes you requested is called a custom package. You can
upload and install any number of custom packages.

You can only upload content packages that contain event builders or parsers.

1.  Ensure that you download the content package from the Exabeam Community or your case
ticket.

In the sidebar, click SETTINGS =, then select Core.
Under ADMIN OPERATIONS, select Content Updates.

To upload a content package from a general Exabeam content release, click DEFAULT
PACKAGES. To upload a content package you requested, click CUSTOM PACKAGES.

Click upload ©.
Click UPLOAD THE PACKAGE, then select a ZIP file to upload, up to 100 MB.
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Click SAVE. Your content package is uploaded.

8. Locate your content package, then click INSTALL. Your content package is installed. If the
package is a custom content package and a newer version of one you already installed,
ensure that you uninstall the older version.

Uninstall a Custom Content Package

Uninstall a custom content package if there's an issue with the package or to remove an older
version of a package once you upload a newer version.

A content package from a general Exabeam release is called a default package. A content
package that includes custom fixes you requested is called a custom package. You can only
uninstall a custom content package, not a default content package. To remove a default content
package, you must install another default content package.

1. Inthe sidebar, click SETTINGS ¥, then select Core.
2. Under ADMIN OPERATIONS, select Content Updates.
3. Click the CUSTOM PACKAGES tab, then next to the content package, click UNINSTALL.
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Health Status Page

The Health Status page offers an on-demand assessment of the Exabeam pipeline. The
assessment has three categories:

General Health: General health tests that all of the back-end services are running - database
storage, log feeds, snapshots, CPU, and memory.

Connectivity: Checks that Exabeam is able to connect to external systems, such as LDAP and
SIEM.

Log Feeds: This section reports on the health of the DC, VPN, Security Alerts, Windows Servers,
and session management logs.

In all of the categories, the statuses are color-coded as follows: GREEN = good, YELLOW =
warning, and RED = critical.

Located on the homepage are the Proactive Health Checks that alert administrations when:

e Any of the core Exabeam services are not running
e There is insufficient disk storage space

e Exabeam has not been fetching logs from the SIEM for a configurable amount of time

Proactive and On-Demand System Health Checks

System Health is used to check the status of critical functionality across your system and

assists Exabeam engineers with troubleshooting. Exabeam provides visibility on the backend data
pipeline via Health Checks. Graphs and tables on the page visually represent the health status

for all of the key systems, as well as indexes and the appliance, so you are always able to check
statuses at a glance and track health over time.

Proactive health checks run automatically and periodically in the background.

On-demand health checks can be initiated manually and are run immediately. All newly gathered
health check statuses and data is updated in the information panes on the page. All proactive

and on-demand health checks are listed on the Health Checks page. Proactive health checks are
visible by any user in your organization. Only users with administrator permission can reach the

page.

Figure 1. Exabeam Notification Icon

‘5

When a health check is triggered, a notification message is displayed in the upper right corner of
the Ul. Select the alert icon to open a side panel that lists the alerts and provides additional detail.
A panel listing all notifications is expanded.
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Figure 2. Health Alerts panel

& HEALTH ALERTS X

Service Failure: Log Indexer (Elastic
Search) currently unvailable

2017-07-23 09:44:09-0700

A Service Failure: Collector ingester and
Ingestion queue services currently
unavailable
2017-07-23 09:44:09-0700

Service Failure: Log Indexer (Elastic
Search) currently unvailable

2017-07-23 09:44:09-0700 6

Service Failure: Collector ingester and
Ingestion queue services currently
unavailable

2017-07-23 09:44:09-0700

These alerts are also listed under the Health Alerts tab in the System Health page. In general:

° : There is an issue that should be brought to the attention of the user.
° : Immediate action is recommended. In all cases, if an alert is raised on your system,
please contact Exabeam Customer Success.

To reach the Health Checks page, navigate to the System Health page from the Settings tab at
the top right corner of any page, then select the Health Checks tab.

Health check categories are:

e Service Availability — License expiration, database, disaster recovery, Web Common
application engine, directory service, aggregators, and external connections

e Node Resources - Load, performance, and retention capacity

¢ Service Availability (Incident Processors and Repositories) - IR, Hadoop, and Kafka
performance metrics

e Log Feeds - Session counts, alerts, and metrics
e System Health Information — Core data and operations processor metrics

e Elasticsearch Storage (Incident Responder) — Elasticsearch capacity and performance metrics
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Figure 3. System Health - Advanced Analytics Health Checks page

(Jy  SYSTEM HEALTH

HEALTH CHECKS

SSL certitificate has expired Root partition  Proactive Check

Exabeam license is expiring Utilization of the root partition

Exabeam license has expired

i i EDIT THRESHOLDS
ExaCloud connection service Thresholds

Success:  Trigger if Root partition is equal or less than 70%
Node resources Warning: Trigger if Root partition is greater than 70%

<

Critical:  Trigger if Root partition is greater than 80%
Node Load Average

Node memory

Health Check Result enable check @)
Root partition

Exabeam DB partition

Exabeam data partition
Run checks to view the result of this health check.

Enabling this proactive check alsa enables the automatic checks that are

> Log Feeds run periodically by the system.

> System Health Information
> Service availability

> ElasticSearch storage

When processing current or historical logs, an alert will be triggered when the worker node is
falling behind the master node. How far behind can be configuredin/ opt / conf i g/ exabeant
tequi | a/ cust onl heal t h. conf . The parameters are defined below:

e RTMbdeTi meLagHour s - During real-time processing the default setting is 6 hours.

e Hi st orical ModeTi meLagHour s - During historical processing the default setting is 48
hours.

e sysl| ogl ngesti onDel ayHour - If processing syslogs, the default setting is 2 hours.

sl aveMast er LagCheck {
printFormats = {
json = "{ \"lagTi neHours\": \"$l agTi neHours\", \"nasterRunDate\":
\"$master RunDate\ ", \"slaveRunDate\": \"$slaveRunDate\", \"isReal Ti neMbde\":
\ " $i sReal Ti meibde\ "} "

pl ai nText = "Worker nodes processing | agging by nore than
$l agTi neHours hours. Is in real time: $isReal Ti neMode "

RTModeTi neLagHours = 6
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Hi st ori cal ModeTi neLagHours = 48

}
| i meCheck {
sysl ogl ngesti onDel ayHour = 1
}
System Health Checks

Martini Service Check: Martini is the name Exabeam has given to its Analytics Engine. In a
multi-node environment, Martini will be the Master node.

Tequila Service Check: Tequila is the name Exabeam has given to its User Interface layer.

Lime Service Check: LIME (Log Ingestion and Message Extraction) is the service within Exabeam
that ingests logs from an organization's SIEM, parses and then stores them in HDFS. The main
service mode parses message files and creates one message file per log file. This mode is used to
create message files that will be consumed by the main node.

Mongo Service Check: MongoDB is Exabeam's chosen persistence database. A distributed
MongoDB system contains three elements: shards, routers, and configuration servers (configsvr).
The shards are where the data is stored; the routers are the piece that distributes and collect

the data from the different shards; and the configuration servers which tracks where the various
pieces of data are stored in the shards.

Zookeeper Service Check: Zookeeper is a centralized service for maintaining configuration
information, naming, providing distributed synchronization, and providing group services. In a
distributed multi-node environment, we need the ability to make a value change inside one
process on a machine and have that change be seen by a different process on a different
machine. Zookeeper provides this service.

Hadoop Service Check: Master - Hadoop is Exabeam's distributed file system, where the raw
logs and parsed events are stored. These files are available to all nodes.

Ganglia Service Check: Ganglia is a distributed monitoring system for computing systems. It
allows us to view live or historical statistics for all the machines that are being monitored.

License Checks: The status of your Exabeam license will be reported in this section. This is where
you will find the expiration date for your current license.

Alerts for Storage Use

Available on the System Health page, the Storage Usage tab provides details regarding the
current data retention settings for your Advanced Analytics deployment. Advanced Analytics
sends notifications when available storage capacity dwindles to a critical level. Admins have the
option to enable and configure automatic data retention and data purging for both HDFS and
MongoDB usage.

For more information on data retention, see Data Retention in Advanced Analytics.

/., exabeam Exabeam Advanced Analytics Administration Guide 128


https://docs.exabeam.com/en/cloud-delivered-advanced-analytics/all/administration-guide/understand-the-basics-of-advanced-analytics/data-retention-in-advanced-analytics.html

Health Status Page

Default Advanced Analytics data retention settings depend on the license you purchased. For
licensing information, see Product Entitlements on the Exabeam Community site.

System Health Alerts for Low Disk Space

Get notified when your disk is running low on space.

Your Advanced Analytics system may go down for several hours when it upgrades or restarts.
During this down time, your log source continues to send logs to a disk, accumulating a backlog of
unprocessed logs. Log Ingestion and Messaging Engine (LIME) tries to process this backlog when
it starts running again. If your log source sends logs faster than what your system size can handle,
LIME may struggle to process these logs, run out of disk space, and stop working correctly.

Your Advanced Analytics system already uses mechanisms, like compressing files, to conserve as
much space as possible. If your disk is still running out of space, you receive system health alerts.

If LIME is running, you receive two system health alerts. When the disk has 25 percent capacity
remaining, the first health alert notifies you that you're running low on disk space. In the rare case
that your disk has 15 percent capacity remaining, a second health alert notifies you that your
system has deleted files, starting with the largest one, as a last resort to keep your system running.

If LIME goes down, Advanced Analytics can't send health alerts. When LIME is running again, you
may receive a belated health alert. In the rare case that your disk reached 15 percent remaining
capacity while LIME was down, this health alert notifies you that your system has deleted files,
starting with the largest one, as a last resort to keep your system running.

When you receive these health alerts, consider tuning your system so it ingests less logs
or ingests logs more slowly. If you ingest logs from Data Lake, consider setting a lower log
forwarding rate.

System Health Alerts for Paused Parsers
Get notified automatically when Advanced Analytics pauses a parser.

To protect your system from going down and ensure that it continues to process data in real time,
Advanced Analytics detects when a parser is taking an abnormally long time to parse a log, then
pauses it.

When Advanced Analytics pauses a slow parser, you receive a health alert that describes which
parser was paused, on which node, and recommended actions you could take. You don't receive
a health alert when Advanced Analytics pauses a stuck or failed parser.

When Advanced Analytics pauses additional slow parsers, it resolves the existing health alert and
sends a new alert that lists all paused slow parsers. Advanced Analytics also resolves an existing
health alert any time you restart the Log Ingestion and Messaging Engine (LIME) and resume a
paused parser. For example, if you change the threshold for when parsers get paused, you must
restart LIME, which resumes any paused parsers and prompts Advanced Analytics to resolve

any existing health alerts. If a resumed parser continues to perform poorly, Advanced Analytics
pauses it again and sends another health alert about that parser.
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View Storage Usage and Retention Settings

By default, Advanced Analytics implements data retention settings for logs and messages. This
allows the system to automatically delete old data, which reduces chances of performance issues
due to low repository space.

Available on the System Health page, the Storage Usage tab provides details regarding the
current data retention settings for your Advanced Analytics deployment, including:

o HDFS Data Retention — Number of days the data has been stored, the number of days
remaining before it is automatically deleted, and a toggle to enable/disable auto-deletion of
old data.

[N NOTE
If enabling or disabling Auto-delete Old Data, you must also restart the Log Ingestion Engine before the
change goes into effect.

A warning message appears if the average rate of HDFS usage exceeds the intended retention
period.

e HDFS Usage - Total HDFS usage, including specific breakdowns for logs, events on disk, and
events in database .

[N NOTE
The Volume field displays the compressed index size on disk for storage planning. This differs from the
total consumption of daily ingested logs used for billing.

¢ MongoDB Retention — A dialog to set retention settings and a toggle to enable/disable disk-
based deletion of old data.
You can edit the MongoDB data retention settings by clicking the pencil icon.
The capacity used percentage threshold is set to 85% by default, with a maximum value of
90%. It helps to prevent MongoDB from reaching capacity before hitting the default retention
period threshold. As soon as MongoDB meets the percentage on any node, the system will start
purging events until it is back below the capacity used threshold.
The maximum length of your retention period depends on the license you purchased. For
licensing information, see Product Entitlements on the Exabeam Community site.

[N NOTE
The Days for Triggered Rules & Sessions value cannot be less than the Days for Events value.

e MongoDB Usage - Total MongoDB usage.
Set Up System Optimization

This tab is a single aggregated page for auditing and viewing disabled data types (including
models, event types, and parsers) and system load redistribution.
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When a model takes up too much memory, it is disabled. If you enable these models, the system
may suffer performance issues.

[N NOTE
Exabeam disables models as a last resort to ensure system performance. We have other defensive
measures to prevent models from using all of the system's memory. These measures include enabling
model aging and limiting the model bin size count. If these safeguards cannot prevent a model from
consuming too much memory, the system prevents itself from shutting down as it runs out of memory.

If your parser takes too long to parse a log and meets certain conditions, Advanced Analytics
pauses the parser.

To keep your system running smoothly and processing data in real time, Advanced Analytics
detects parsers that are performing poorly, then pauses them. Your parsers may perform poorly
because:

e The parser is slow and is taking too long to parse a log.

e The parser is stuck. It contains incorrect regular expressions, so it goes into an infinite loop or
fails with a non-timeout exception; or, the input data is incorrect and the parser can't parse the
data.

In both cases, your system calculates whether the parser exceeds configured thresholds and
meets certain conditions, then pauses the parser.

When a parser meets the conditions on a Log Ingestion and Messaging Engine (LIME) node,
your system pauses the parser only on that node. If you have multiple LIME nodes, it is not
automatically paused on all nodes unless it meets these conditions on every node.

When Advanced Analytics pauses a parser on any node, the parser appears in a list of paused
parsers. You receive a system health alert only for paused slow parsers, not stuck or failed
parsers.

Conditions for Pausing Slow Parsers

To identify a slow parser, your system places the parser in a cache. Every configured period,
Qut put Par si ngTi mePer i odl nM nut es (five minutes by default), it calculates how long it
takes, on average, for the parser to parse a log. It compares this average to a configurable
threshold, Par ser Di sabl eThreshol dinM || s,inli ne. conf.

To calculate a percentage of how much the parser makes up of the total parsing time, your system
divides the previously-calculated average by the total time all parsers took to parse an event

in the same five minute period. It compares the percentage to another configurable threshold,

Par ser Di sabl eTi nePer cent age,inl i nme. conf.

Your system conducts a second round of checks if the parser meets certain conditions:

/., exabeam Exabeam Advanced Analytics Administration Guide 131



Health Status Page

e The average time it takes for the parser to parse a log exceeds a threshold,
Par ser Di sabl eThreshol dl nM | | s (seven milliseconds by default).

e The parser constitutes more than a certain percentage, Par ser Di sabl eTi nePer cent age
(50 percent by default), of the total parsing time of all parsers.

During another five-minute period, your system checks the parser for a second time. If the parser
meets the same conditions again, your system pauses the parser.

If you have a cloud-delivered deployment, contact Exabeam Customer Success to configure
these variables.

Conditions for Pausing Stuck Parsers

To identify a stuck parser, your system measures how long it takes for a parser to parse a log. If
the time exceeds a threshold, St uckPar ser Wai t Ti neout M | | i s (100 milliseconds by default),
the parser fails with a timeout exception. Your system logs the error at a DEBUGsecurity level and
notes the parser in internal error statistics.

In each configured period, Par ser MaxEr r or Ti meW ndowror ChecksM | 1'i s (9000
miliseconds, or 15 minutes, by default), your system checks the internal error statistics for any
parsers that have accumulated a certain number of errors. If the errors exceed a threshold,

Par ser MaxEr r or Nunber Thr eshol d (100 errors by default), the parser is paused and removed
from the internal error statistics.

If you have a cloud-delivered deployment, contact Exabeam Customer Success to configure
these variables.

View Paused Parsers

To keep your system running smoothly and processing data in real time, Advanced Analytics
detects slow or inefficient parsers, then pauses them. View all paused parsers in Advanced
Analytics under System Health.

1. Inthe sidebar, click the menu ***, then select System Health.
2. Select the System Optimization tab.

3. Select Paused Parsers.
e

SYSTEM REALTH

View a list of paused parsers, sorted alphabetically by parser name, and information about
them, including:

e Parser Name - The name of the paused parser.
e Average Log Line Parse Time — Average time the parser took to parse each event.

e Paused Time - Date and time when the parser was paused.
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When a high volume user or asset amasses a large number of events of a certain event type, and
that event type contributes to a large portion of the overall event count for that user (typically
10M+ events in a session) the event type is automatically disabled and listed here.

[N NOTE
You are also shown an indicator when Advanced Analytics determines that the event type is problematic
and disables it for the entity. The affected User/Asset Risk Trend and Timeline accounts for the disabled
event type by displaying statistics only for the remaining events.

Disabled event types are displayed on the System Optimization tab of the System Health page.
You can see a list of all event types that have been disabled, along with the users and assets for
which they have been disabled for.

Figure 4. System Health - System Optimization menu

SYSTEM HEALTH

The Disabled Event Type by Users and Assets table is sorted first alphabetically by event type,
then sorted by latest update timestamp.

The table includes columns with the following categories:

e Event Type — The disabled event type.
e Count - Last recorded total number of events for this entity.

¢ Last Log Received — Date and time of the event that triggered the disabling of this event type
for the specified entity.

¢ Disabled Time - Date and time for when the event type was disabled for this entity.

Exabeam can automatically identify overloaded worker nodes, and then take corrective action by
evenly redistributing the load across the cluster.

This redistribution is done by measuring and comparing job completion time. If one node finishes

slower by 50% or more compared to the rest of the nodes, then a redistribution of load is needed.
The load is then scheduled to be rebalanced by event categories.
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You can enable automatic system load redistribution on the System Optimization tab of the
System Health page. This option is enabled by default. Doing so allows the system to check the
load distribution once a day.

[N NOTE
It is not recommended that you disable the system rebalancing option as it will result in uneven load
distribution and adverse performance impacts to the system. However, if you choose to do so, you can
configure manual redistribution to avoid such impacts.

You must restart the Exabeam Analytics Engine for any changes to System Rebalancing to take
effect.

The System Load Redistribution tab shows an indicator when a redistribution of load is needed,
is taking place, or has completed. The rebalancing process can take up to two hours. During this
time you may experience slower processing and some data may not be available. However, the
system resumes normal operations once redistribution is complete.

Automatic Shutdown

If the disk usage on an appliance reaches 98%, then the Analytics Engine and log fetching will
shut down automatically. Only when log space has been cleared and usage is below 98% will it be
possible to restart.

Users can restart either from the CLI or the Settings page.
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